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1. Introduction  

pbsFIT is the IEC870-5-104 master tester software. With pbsFIT, you can easily connect to the 

IEC104 server and communicate with the RTU. 

pbsFIT supports following functions :  

1. Supported  IEC104 data types :1,30,9,21,34,11,35,100,101,103,107,110,111,112,113 

,81,82,83,84,85,86 

2. GI and  CI with different grouping  and test conditions  

3. Read/Write function with test conditions 

4. TCP and TLS for physical layer  

5. IEC62351 SA layer  

6. Frame logging and filtering for different layers  

2. Installation  

To run properly, pbsFIT requires Dot net Framework 4.81 and Visual C runtime for VS2022. 

When you unzip the pbsFIT.zip file, you can see the following programs and folders: 
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pbsFIT.exe is the main program to run. 

options.xml is used to store the tester parameters. 

pbsIEC870M.dll is the main library to manage IEC104 master, IEC62351 and TLS layers. 

pbsgetID.exe is a simple tool to read the serial number of hdd/ssd. To use the licensed 

software, we need the serial number of hdd/ssd of your computer. 

The other files are systematic files. 

The Log folder is used to store IEC104 frames in text format. 

The Cert folder is used to store TLS certificates. 

3. Operation 

 When you run pbsFIT.exe, you can see the following image: 

 

In the Connection tab, you can set the RTU IP, TCP port, RTU ID, and originator address. 

By clicking the Connect/Disconnect button, the tester connects/disconnects to/from the RTU. 
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To check the frames, you can enable the frame logging function from the Connection tab, or 

you can enable or disable frame capture by right-clicking on each tab. 

 

When the RTU is connected to the tester and the log frames are enabled, in the Log files tab, 

you can see that the logged text files are sorted by time. Every 200 frames are saved in one file. 

You can view the frames by clicking on each file. 

You can view frames from different layers by using the Physical, TLS ,Data Link, Application, and 

SA layers check boxes .  

 

If you want to see only the SA layer frame, uncheck the others and check only the SA layer. And 

click on log file to update the display of frames. 
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In the Read tab you can see the following functions: 

 

For GI , type ID 100 , you can select different Groups .  



 
 

 

pbsFIT  User’s Manual Ver 2.1 2024 

w w w . p b s c o n t r o l . c o m  
www 

Page 6 

 

 

When the tester connects to the RTU, it will automatically send the GI to the RTU. But you can 

send the GI at any time. 

To send the wrong command to the RTU, you can use sending with the wrong COT, group 

number, and RTU ID. 

Suppose you want to send GI to RTU with COT 10, normal operation is 6 for activation and 8 for 

deactivation. 
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After clicking the SendGI button, the GI command with COT=10 is sent to the RTU. 

 

You can use CI Tab to read the counters: 

 

You can freeze the counters by clicking the Freeze CNT button or reset the counters by using 

Reset CNT button. 
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Suppose we want to check the RTU when it receives a CI with an incorrect RTU ID. 

 

To read IEC104 tags by function 102, you can use the Read 102 tab. You can send function 102 

with wrong COT and check the frames as shown below: 

 

You can use the Write tab to write IEC104 tags:  
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Following tags are supported:  
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For writing (Execute) value 45 to Set point command 49 (Scaled) with IOA 225, you can send 

following command:  

 

For sending the wrong command, for example sending the wrong COT, the tester will display 

error frames. 
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4. Enabling IEC62351  

For enabling IEC62351, use SA Tab.  

 

New key (16): generating a new 16 bytes Update key  

New key (32): generating a new 32 bytes Update key  

Use same update key in Tester and RTU.  

Aggressive Mode Enable: If checked, SA uses aggressive mode to send critical commands from 

the tester to the RTU. In aggressive mode, the tester is sending Critical command and 

Authentication fields in the same frame. (Type ID 83)  

When the tester connects to the RTU, the tester sends a new session key to the RTU. All critical 

commands must be authenticated with the session key. 
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Session Key expires (min):  

Session Key expires (Count):  

The session key between the tester and the RTU expires by number of critical commands or by 

time. When the session key expires, the tester sends a new session key to the RTU and resets 

the parameters. 

Addressing information:  always set to “no Addressing information” between tester and RTU. 

Replay Timeout (seconds): There is a timeout period when the tester has sent a critical 

command to the RTU and is waiting for a response. For example, the tester is sending a key 

status request (84) and then waiting for a key status response (85). 

User ID: User ID defined in the RTU. pbsFIT does not support multiple users simultaneously for 

one RTU. 

Session key Len: Length of dynamic session key (16 or 32 bytes)  

Maximum Replay Time: If the number of timeouts between the tester and the RTU exceeds this 

value, the tester reinitializes the SA layer for the RTU and sends a new session key to the RTU. 

IEC62351 tests  

You can use the Test tab to test the RTU with some error conditions. 
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All Write commands are affected by this test condition. Suppose if you write a scaled value and 

Force User is checked, the tester sends a Write command (type 49) with the user on the test 

page, for example User ID = 5. 

Note: For the tester to function properly, you must uncheck all test conditions and send a 

command to the RTU to disable the test conditions in the tester. 

 

Force User: Suppose in the RTU, user with ID=1 is setup and you want to send key Status with 

other user ID. This test is working for SA type 84(Session key Request), 86(Change Session key), 

82(Authentication reply), 83 (Aggressive Mode).  

 

Force COT: Suppose you want to send key Status with wrong COT. This test is working for SA 

type 84(Session key Request), 86(Change Session key), 82(Authentication reply), 83 (Aggressive 

Mode).  

 

Force CASDU: Suppose you want to send key Status with wrong RTU ID. This test is working for 

SA type 84(Session key Request), 86(Change Session key), 82(Authentication reply), 83 

(Aggressive Mode).  

 

Force KSQ: Suppose you want to send key Change with wrong Key Sequence Number. This test 

is working for SA type 86(Change Session key).  

Force CSQ: Suppose you want to send a command with wrong Challenge Sequence Number. 

This test is working for SA type 82(Authentication reply).  

 

Force Wrong MAC: Suppose you want to send a command with wrong MAC to RTU. This test is 

working for SA type 82(Authentication reply).  

Force Wrong MAC for Aggressive Mode: Suppose you want to send a command with wrong 

MAC to RTU. This test is working for SA type 83 (Aggressive Mode).  

Force WKL: Suppose you want to send key Change with wrong Wrapped Data Length. This test 

is working for SA type 86(Change Session key).  
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The resilience test case for session key management in the RTU device (EC104 Slave) is as 

follows: 

 

S_KR_NA_1 is the key status request command sent by the tester to the RTU (type identifier 

84). 

S_KC_NA_1 is the key change command sent by the tester to the RTU (type identifier 86). 

S_KS_NA_1 is the key status response sent by the RTU to the tester (type identifier 85). 

So when the tester sends a key status request or Key change Command  to the RTU and the 

user is not defined in the RTU, the RTU should reject the request and only increment the 

Discarded message statistics in the RTU. 

If you are using pbsSoftLogic for RTU programming (as IEC04 Slave), you have the following SA 

tags: 
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The above variables starting with "SA_" are transmitted to the SCADA centre as SA Counter, 

type 41. The Init value is the maximum value for spontaneous reporting to the SCADA centre.  

For example, for SA_FailedSessionKeyChangeNum, the initial value is 5, so after 5 failed session 

key changes, its value is reported to the SCADA centre. 

The address field is the same as the IEC104 tag address, but you can add a base value to all SA 

counters, for example if you consider the base address to be 1000, the IEC104 tag address for 

FailedSessionKeyChangeNum is 1017. 

In the following scenario, we send the key change command 5 times by the tester to the RTU 

programmed by pbsSoftLogic as Slave RTU and check the value of FailedSessionKeyChangeNum 

in the RTU and the messages sent between the tester and the RTU. 

1. Values of some SA counters before starting the test in the RTU: 

 

2. We enable frame Logging for Tester and send a key change with the correct WKL and a 

command with the wrong WKL. We repeat the test twice.  The SA counter values change as 

shown in the following image: 

 

The number of DiscardedMessageNum and FailedSessionKeyChangeNum 

increased by two units because we ran the test twice. 
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The frames between the tester and the RTU are as follows: 
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Every time we send the Wrong Session Key change command to the RTU, the RTU increments 

the AuthenticationFailuresNum counter. When it reaches the maximum value, the 

SA_RekeysDueToAuthenticationFailureNum counter is incremented. 

If RekeysDueToAuthenticationFailureNum exceeds its maximum value, the RTU will disconnect 

and wait for a new connection from the Master and a New Session Key. 

 

5. Enabling TLS  

IEC62351 is responsible for authentication and TLS handles frame encryption. From the TLS tab 

you can set up TLS communication with the RTU.  

 

The easiest way to create certificate files for testing purposes is to use the XCA tool. 

Create certificates for the CA, RTU, and tester with the help of the XCA tool. 

If the CA common name is empty, the tester will not check the CA common name during the 

handshake. 

For the tester, you must have the certificate file and the private key file with the passphrase. 
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If the RTU certificate common name is empty, the tester will not check it during the handshake. 

You can set the number of TLS renegotiations and handshake timeout on this page. 

For TLS connection, appropriate settings must be made in the RTU. 

If you are using pbsSoftLogic for RTU programming, you can set up TLS for the RTU with the 

following page. 

 

For a detailed description of how to set up TLS for the IEC 104 slave driver, please refer to the 

pbsSoftLogic user guide. To filter TLS frames, you can check TLS Layer on the Connection page. 
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5. Tags monitoring  

You can see the tag value, status, address, and time from the Tags tab. 
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In the tag list, you can see the sequence of tags that arrive at the tester in chronological order.    

 

If the tag that reaches the tester has a time stamp, the tester uses that time, otherwise it sticks 

the current time for the tag. 

 

 

 

 


