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Changes in V1.0 RC18 1 April 2021

- checking Online changes of DNP Slave RTUs in online mode and adding * in
the End of Fields that is possible to change them online in New DNP RTU
page in configuration utility

- fixing dnp slave tag address change online when multiple dnp slave
instance are enabled

Changes in V1.0 RC18 25 March 2021

- Fixing Enabling DNP RTUs in Redundant Server when refreshing Main
Server
- Fixing Blocking Select Operation for DOB in DNP Slave Module

- Fixing Repeating DOB-AOB commands in Multiple DNP Slave module

Changes in V1.0 RC18 1 Feb 2021

- Fixing problem related to adding and deleting tags to DNP3 RTU in online
mode.

Changes in V1.0 RC18 11 Jan 2021

- Fixing Online Tag Adding for DNP Master Tags

- Finalizing central Message Logging

Changes in V1.0 RC18 21 Dec 2020

- Saving pbsFEP messages in to /var/log/pbsFEP.log file
- Adding pbsFEPWDT utility

Changes in V1.0 RC18 6 Nov 2020

- Adding New parameter to DNP Master Driver for Enabling/Disabling polling
RTU between Select and Operate

www.pbscontrol.com
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- fixing FEP crashing problem

- Improvement in dnp3 slave driver

- Improvement in server redundancy

- Improvement in OPC UA Kernel. use latest version of Open62541 Library

Changes in V1.0 RC16 20Jan 2020

- Enhancing System Stability
- Adding System Tag for CROB for external DNP3 Master commands
- Enhancing Online Modification of FEP

Changes in V1.0 RC16 1 Dec 2019

- DNP Master enhancement

- Adding Redundancy in Oracle Data Logging for Server IP and SID

- Adding Redundancy in Ignition Integration for Server IP and SID

- Adding new System Tag for Ignition Table Update by Truncate Tables
- Fixing problems in online tags Editing /Adding/Deleting

- Providing Multiple Threads for Oracle data logging. Max 16 Threads
- adding system tag for DNP3 toggling channel redundancy

- adding CSV exporting facility for DNP3 Master RTU

- Adding Multiple CROB Command in DNP3 driver

Changes in V1.0 RC10 23 June 2019

- Adding sys.G41_opctagname, Var, Value , CMD and status to DNP3 driver
- Fixing updating problem in sys.CROB_Status for DNP3 driver tag
- Fixing SOE Tag time label problem in dnp3 master driver

www.pbscontrol.com
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- Fixing problem when Online Enable/Disable RTU in DNP3 driver

Changes in V1.0 RC9 20 May 2019

- no need to restart FEP when Adding New RTU to FEP
- Adding Event Description for tags

- Fixing Data Archiving Problems

- Fixing Data Time problem in DNP3 Slave Library

Changes in V1.0 RC8 6 May 2019

- Adding Kernel Redundancy

- Adding IEC104 Driver in Downlink

- Finalizing Periodic Logging in Database

- Adding License to Kernel

- Flexibility in Data Logging table

- Separating cyclic and events data logging tables

- Adding Channel Redundancy for TCP Connection for DNP3 Downlinks
- Adding SYS.CROB_opctagname tag for DNP3 Downlinks

- Adding SYS.ActiveChannel tag for DNP3 Downlinks

www.pbscontrol.com
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1 — Introduction

pbsFEP is new Product from pbsControl . Final target for
pbsFEP is communication gateway between DNP3,
IEC101/104 /Modbus/IEC61850/MQTT/GSP/TASE2 and
OPC UA protocols.

In This version, pbsFET only supports DNP3/IEC104 and
OPC UA protocols.

pbsFET has two parts:

- Configurator that is running on Windows OS
- Runtime Kernel that is running on Linux OS

DNP3 Master/slave kernel ,IEC101/104 Master Slave and
ModbusRTU/TCP master/Slave are developed in
pbsControl Company. For OPC UA we used
https://open62541.org/ project.

pbsFET supports DNP3 Slave functionality. You can
connect up to 7 DNP3 Master to pbsFET.

Based on following structure, there are uplink and
downlink connections in pbsFEP. Uplinks are SCADA
centers . pbsFEP will provide data for uplink connections .

www.pbscontrol.com
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In V1.0 RC4 , we supports 7 DNP3 uplink connections
and OPC UA Server . (pbsFEP is DNP3 Slave and OPC UA
is Server)

Uplinks
SCADA
Centers
DATABASE
pbsFEP pping /Logging
Linux OS DNP3 IEC104 Modbus
Master Master Master
Downlinks
RTUS

Downlink connections, are RTU Connections. Downlink
Connections in pbsFEP are TCP Client Connections. DNP3
Master, IEC104 Master, Modbus Master are samples for
Downlinks connections.
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2 — Driver Structure and Installation

In following figure, you can see structure of pbsFEP Gateway:

Configurator Utility

DNP3
Master#1l |

DNP3
Master#2

pbsDnp2UaCfg
FTP Transfer

DNP2UA Gateway
Linux OS

TCP/Serial TCP/Serial

Mapping
Kernel

DNP3
Master#7

OPC UA
Client

SAL Server
Oracle

Gateway Operation:

pbsFEPLX Linux Runtime is loading dnp2uacfg.xml file and Start to load
DNP3 Master /IEC104 Master / Slave and OPC UA Libraries. When you
are doing configuration, you can select any name for configuration file
at transfer time Configurator will change name to dnp2uacfg.xml .

www.pbscontrol.com
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For each Downlink RTU, One DNP/IEC104/Modbus Master library is
loaded to memory. This Library is responsible for communication with
downlink RTU.

Maximum seven DNP3 Slave libraries can be loaded to connect to seven
DNP3 Master Software. (Uplinks)

One OPC UA Server library is loaded to communicate with different OPC
UA client software’s.

pbsFEP is responsible to map tags between DNP3 Master /IEC104
Master , DNP3 Slave and OPC UA Libraries.

Logging Kernel is archiving SOE (Sequence of Events) and other RTU
analog data to MS SQL Server or Oracle database.

In following figure you can see typical files and folders for runtime
kernel in Linux:

| | getmac.sh

|:] libpbsDnpM.so

| ] libpbsDnpSLx.so

| libpbsFEPIgnition.so

| libpbsFEPLog.s0

| | libpbsFEPRedMod so
| libpbsFTPCLib.so

| ] libpbsIEC104M.s0

|:] libpbsIECE7055lave.so
| libpbsOpcUaDnV2.se
| | pbsFEPLX
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Inside dnpsil to dnpsi7 folders are dnp3 salve libraries
that will load dynamically by main application
(pbsFEPLX).

These folders are making automatically by pbsFEPLX
program.

For each DNP3/IEC104 Master library pbsFELPX will
make one folder with name RTUO, RTU1, RTU2...RTUN

libpbsDnpM.so is DNP3 Master library . DNP3 Master
library communicates with DNP3 Slave RTUS.( Downlinks)

libpbsIEC104M.so IEC870-5-104 master  Library for
communication with downlink RTUS .

libpbsOpcUaDrv2.so is OPC UA Server library .

libpbsLog.so is logging kernel for Oracle and MS SQL
Server.

libpbsFEPRedMod.so is responsible for handling
redundancy between two FEP kernel .

libpbsDnpSLx.so is DNP3 Slave Library . ( Uplink)

dnp2uacfg.xml is configuration file that is providing by
Configurator Software .

www.pbscontrol.com Page 11
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You need to install ftpd on linux for transferring
dnp2uacf.xml from Windows Eng Station to Linux Server.

2 — Driver Configuration

For configuration of system, you need to use
pbsFEPCfg.exe utility. Download Configurator from
www.pbscontrol.com and unzip it in any folder in Eng

Station. For proper running of configurator you need to
install Dot Net Framework 4.0 on Eng Station.

Download pbsFEP and unzip it. You can see following
folder:

Configuratar
Lbuntuxed _FKT
L pbsFEPManualRCE.pdf

Configurator Folder: Windows GUI for configuration of
FEP

UbuntuX64_RT: Runtime kernel for Ubuntu X64 Platform.

After running configurator, you will see following page:
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@ phsFEP configurator Version 1.0.0 RC16 16 Nob 2019
FEP(UL) DNP Slave(UL) IEC104 Slave ( UL) DNP Master(DL) IEC61870 Master{DL) Modbus (DL) Redund: Ignition s i Settings License About
File

agname

ussaL - CR—
I
I
FEPOATA
FEPDATA ogimen |
FEPDATA

In this page, UL Is notation for uplink and DL is notation
for Downlink.

www.pbscontrol.com Page 13
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FEP(UL) page

You can set parameters for OC UA and Database
connection in FEP Page.

OPC UA Port: TCP/IP Port number for communicating
with uplinks.

OPC UA Server Name: Server Name that is showing when
Client is Browsing Gateway. As an example if you put
“FEPServer”, at OPC UA browser you will see following
configuration:

+ 4 Mo Highlight

=) Root
v ) Objects
e FEPServer
e Server
2 Types
2 Wiews

Configuration Name: Full Path of Active configuration

Database Enable: If checked gateway will save all
downlink tags into Database. You can use MS SQL Server
or Oracle for archiving tags changes. For Detail
information about Data logging please refer to part 5.

www.pbscontrol.com Page 14
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DNP Slave(UL) Page

You can set DNP3 Slave connection with master SCADA in
DNP Slave Page. Up to 7 Concurrent connections is
possible with Gateway. For each connection you can set
different parameters but all connection will use same tag
definition.

FEP(UL) | DNF Slave{lUL]: DNP Master(DL) 1ECG1870 Master(DL) Settings About

W Digital -Vanations Analog Variations

Slavel Slave? Slaved Slaved Slave5 SlaveG Slave?

[J DNP Slave Enable

Physical Layer

P -

Seiial Poit 1 Max Application Frame size 1024

Baudiate 13200 SBO Timeout[Sec) 5

TCP Port 20000 Link Status 60 0 = Dizable
Master Address 1

Master IF Addiess

FEF DNP Address 3

DNP Slave Enable: if checked Connection is enable.

Physical layer: You can select Serial connection or TCP
Connection. For Serial connection, Port name has
following format ttySO, ttyS1,ttyS2,...

www.pbscontrol.com Page 15
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Serial Port: Port Number. As an example If you want to
use ttySO on the Linux Server, you should set Serial port
to 1.

Baud rate: Serial Communication Baud rate.

TCP Port: TCP Port for Number for this Connection. By
default DNP3 Port number is 20000. You need to set
different TCP port number for each Connection.

Master Address: DNP3 Master Address.

Master IP Address: Master IP Address. If set to blank all
IP can connect. Otherwise only specified IP can connect
to Gateway.

FEP DNP Address: Gateway Slave DNP3 Address.

Maximum Application Frame Size: Maximum Frame size
that will send by gateway to Master.

SBO Time Out (Sec): Time Out for select before operates
command (in Second).

Link Status (Sec): Link Status Frame Period Time. If Set to
0, it is disable.
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DNP Master Page(DL):

FEP{UL] DMNPF Slave[UL) IEC61870 Master[DL] Redundancy Settings License About

RTUs QLERNNT]

RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPort | Serial Port | Baud Rate | Time Dut | Enable
RTUName | opcname | DNPType | DNPAddress | DNPClass | DNPSIndex A... | On Text | DFf Text | Enable |
RTU1 Class3Period  5Y$ 32 1 0
RTU1 ActiveChannel 5Y5 33 1 1}
RTUA CROB_opcta.. SYS H 1 0
RTU1 1IN1 SYS 35 1 0
RTU1 1IN2 SYS 36 1 0
RTU1 DITagl DI 1 1 0
RTU1 DITag2 DI 2 1 0
RTU1 DITag3 DI 3 1 0
RTU1 DITag4 DI 4 1 0
RTUA DITagh DI 5 1 ]
RTU1 DITagh DI 6 1 0
RTU1 DITag? DI 7 1 0
RTU1 DITagh DI 8 1 0
RTU1 DITag9 DI 9 1 0
RTU1 DITagll DIl 10 1 1] Open Close
RTU1 DITagl1 DI 1 1 0
RTU1 DITag12 DI 12 1 0
RTU1 DITagl3 DI 13 1 0
RTU1 DITagl4 DI 14 1 0
RTU1 DITagls DI 15 1 0
RTU1 DITagl6 DI 16 1 0
RTU1 DITagl7 DI 17 1 0
RTU1 DITagl18 DI 18 1 0
RTU1 DITag19 DI 19 1 0
RTU1 DITag20 DI 20 1 0
RTU1 DITag21 DI 21 1 0
RTU1 DITag22 DI 22 1 0
RTU1 DITag23 DI 23 1 0
RTUA DITag24 DI 24 1 0
RTII DITan?h ni 25 1 n =

You can define Downlink RTUs by this page.

In RTUs page you can see list of defined RTU and tags.

www.pbscontrol.com Page 17
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Right click on List you can change view to List and card as
following:

FEP(UL) DNP Slave(UL) IEC104 Slave ( UL) DNP Master(DL} |EC61870 Master(DL) Modbus (DL) |

RTUMame RTU1
Master ID 1

RTUID 3

Physical Layer TCP
RTUIP 192.168.1.208
TCPPort 20000
Serial Port fdewtyS0
Baud Rate 19200
Time Out 15

Enable Unsolicited

Link Status 30
IPPeriod 1
TS5Period 10
RBEPeriod 2
FCNTPeriod 0
Class0Period 0

Defualt Command DO
SBOTimeout 5
DMNPSlave Base Address -1

G120n Time 1000
G120ff Time 0
G12Count 1

Update Tag Timeout 60

Event Log Enable ]

Period Log 0

Enable Channel Redundancy [ |

Try Count R 5

Physical Layer R TCP
RTUIPR 192.168.2 219
TCPPort R 20001
Serial Port R fdewtyS0
Baud Rate R 19200
Laninterface Name

Laninterface Name R

Enable

Define Hag
ClassN4IP [l
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In card View mode you can easily change downlink RTU
parameters after you add RTU to configuration.

For adding New RTU, Select “New RTU” page:

1 - Set Unique Name for RTU (In All Type of Downlinks - DNP3 . IEC104, Modbus)
2- Set Other parameters
3 -for adding RTUS and Tags Right Click on page and select How to Add Tags

192.168.1.219 192.168.2.219

]
|

Note -
1-if you are using R5232 port for communication with Slave RTU
you can link one RTU to one port only . It is peer to peer communication .

RTU Name: Select unique name for each RTU. Do not use
Special characters like Space, -, . name should be
unique for all downlink RTUS ( DNP3, IEC104, Modbus,..)

Master ID: DNP3 Master ID for this Link.
RTU ID: DNP3 RTU Slave ID.
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Enable Unsolicited Communication: If Checked RTU will
send changes to Gateway without gateway request.

Send Class 0 for IP: FEP will send Class O instead of IP.
This is used for RTUs that not supported IP.

Application Timeout (Sec): Application layer Timeout in
Sec.

Link Status (Sec): Link Status Period in Second. If setto O,
it is disabled.

Integrity Poll Period (Min): Period for sending Integrity
Poll to RTU in Min.

RBE Period (Sec): Period for Sending RBE Frame in
Second.

Time synch Period (Min): Period for Sending Time Synch
Command to RTU. If set to -1 , DNP3 Master Driver will
never send Time sync to RTU . We consider there is
another way for time synchronization for RTU.

Freeze Counter Period (Min): Period for Sending Freeze
Command to RTU in Min.

Read class O Period (Sec): Period for reading class O Tags
(Current Status of All Tags) in RTU in second.
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Default command Mode: You can select between Direct
Operate or Select Before Operate.

Physical Layer: Physical layer with RTU. You can use TCP
or Serial. If you use Serial, you can connect only one RTU
to one Serial Port. You can use RS485 port but still you
can connect only one RTU.

Serial Port: Port Number of Serial Port . Serial port name
Should be in ttySO , ttyS1, ... Format . As an example if
you want to use ttyS2 on the server you need to use 3 for
Serial port.

Baud Rate: Serial Communication Baud Rate.
RTU IP: IP of RTU for communication in TCP mode.
TCP Port: TCP port number for communication with RTU.

SBO Timeout(Sec) : When Command mode is SBO ( select
before Operate ) master sends first Select Command to
RTU , Master monitor RTU Answer for Select in SBO
Timeout sec, if RTU answer before this time correctly,
Master Driver sends Operate to RTU , otherwise no
action will handle by master driver .
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Poll between Select /Operate: if RTU not supported class
polling between Select and Operate commands, uncheck
this option. In DNP3 Standard Application layer Sequence
Number between Select and Operate MUST be in order.
So RTU and Master Should Reserve Sequence Number of
Operate and not use it for SBO time out period. Some
RTU’s not supporting this functionality. So we need to
Force FEP to not send any class polling between Select
and Operate.

Tag Update Timeout(Sec) : pbsFEP will check RTU Tags
are updating in this time or not . If Tags are getting
update , System Tag sys.UpdatingTags value is 1, if not
getting update in this period , sys.Updatetags value will
setto 0.

Channel Redundancy Enable : If Checked pbsFEP
communicates with RTU IP First , When Connection
Failed for Redundant Retry Count Parameter, pbsFEP will
switch to Redundant RTU IP and TCP Port.

If Redundant IP Failed for retry Count , then pbsFEP will
switch to Main IP and TCP Port .
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RTU System Tag SYS.ActiveChannel shows Active
connection . If it is on Main Connection ,
SYS.ActiveChannelis 1.

If it is on redundant Connection, SYS.ActiveChannel is 2.

SYS.ToggleChannel RTU System Tag SYS.ToggleChannel is
used for toggling between channels

G120nTime(msec),G120ffTime(msec), G12Count :

In DNP3 standard Group12 is Digital Output Command .
structure of command is as following :

7 6 5 4 3 2 1 0 f_r_lg_it_position

. Tcc [crjau | Op Type ~_ Control code
b7 B0 Count
b0
On-time
L2 .
b0
Off-time
) i
~|RES | Status code ~_ Status code & reserved bit
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G120nTime is mapped to on-time field ,G120ffTime is
mapped to off-time field and G12Count is mapped to
Count field.

From OPC UA client software, you can set Control Field
by using DOBS data type. Please refer to DOBS Section.

Define DNP Flags for inputs: if checked, Configurator will
define automatically, DNP Flag tag for input Tags at
runtime.

After Setting above parameters, Right click on page. You
can add RTU Tags by following methods:

Add To List from Sample

Add Ta List fram XML File

#idd To List From pbsSoftlogic Project
Add To List From C5W File

fdd To List No Tag

You can use the Menu bar at left side too.
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FEP[UL) DMP Slave(UL] DNP Master(DL) |ECE1870 Master(DL]

1 - 5et Unigue Name
2- Sel Dther paramet
3 - tor adding RTUS -

Fram phbsSoftlogic
Fram C3W
Ma Tags

- Add To List from Sample : It will add following tags
o 8 Digital input (DI)
o 8 analog input (Al)
o 8 Floating Input (FI)
o 8 Double Bit Binary Input (DPI)
o 8 Counter (CNT)
o 8 Freeze Counter (FCNT)
o 8 Digital Output Block ( Command ) (DOB)
o 8 Digital Output Block Status (DOBS)
o 8 Analog Output Block (command) (AOB)
o 8 Analog Output Block Status(AOBS)
o 8 Float Output Block ( Command) (FOB)
o 8 Float Output Block Status (FOBS)
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- Add To List From XML file: Configurator will read tags
from XML file with following format. You can find
one sample file in Configurator folder.(Tags.xml)

J<tagss>
<tag dnptype="DI" dnpaddress="1" dnpclass="1" opcname="tagdil™ DNPSIndexfddress="0" enable="1" />
<tag dnptype="DI" dnpaddress="2" dnpclass="1" opcname="tagdi2™ DNPSIndexhddress="0" enable="1" />
<tag dnptype="DI" dnpaddress="3" dnpclass="1" opcrname="tagdi3" DNFP3IndexAddresz="0" enable="1" />
<tag dnptype="AI"™ dnpaddress="1" dnpclass="1" opcname="tagail™ DNPSIndexhddress="0" enable="1v />
<tag dnptype="AI" dnpaddress="2" dnpclass="1" opcname="tagai2"™ DNFIIndexAddresz="0" enable="1" />
<tag dnptype="AI" dnpaddress="3" dnpclass="1" opcname="tagai3™ DNPSIndexfddress="0" enable="1" />
<tag dnptype="FI" dnpaddress="11" dnpclass="1" opcname="tagFil™ DNPSIndexAddress="0" enable="1" /=
<tag dnptype="FI" dnpaddress="12" dnpclass="1" opcname="tagFi2™ DNPSIndexAddress="0" enable="1" />
<tag dnptype="FI" dnpaddress="13" dnpclass="1" opcname="tagFi3™ DNPSIndexAddress="0" enable="1" />
<tag dnptype="DOB™ dnpaddress="1" dnpclass="1" opcname="tagdebl™ DNPSIndexhddress="0" enable=m1m />
<tag dnptype="DOB" dnpaddress="2" dnpclass="1" opcname="tagdob2" DNPSIndexAddress="0" enable="1" />
<tag dnptype="DOB" dnpaddress="3" dnpclass="1" opcname="tagdeb3™ DNPSTIndexhddress="0" enable="1" />
<tag dnptype="DOB" dnpaddress="4" dnpclass="1" opcname="tagdob4™ DNPSIndexhddress="0" enable="1" />
<tag dnptype="DOB" dnpaddress="5" dnpclass="1" opcname="tagdob5" DNP3IndexAddresz="0" enzble="1" />
<tag dnptype="DOB" dnpaddress="6" dnpclass="1" opcname="tagdeb6™ DNPSIndexiddress="0" enable="1" />
<tag dnptype="DOB" dnpaddress="7" dnpclass="1" opcname="tagdob7" DNPSIndexhddress="0" enable="1" />
<tag dnptype="DOB" dnpaddress="8" dnpclass="1" opcname="tagdob8" DNPIIndexAddresz="0" enzble="1" />
<tag dnptype="ROB™ dnpaddress="1" dnpclass="1" opcname="tagaobl™ DNEPSIndexhddress="0" enable="1"™ />
<tag dnptype="AOB" dnpaddress="2" dnpclass="1" opcname="tagaob2" DNPSIndexAddress="0" enable="1" />
<tag dnptype="ROB" dnpaddress="3" dnpclass="1" opcname="tagacb3" DNPSTIndexiddress="0" enable="1" />
L/ tags

dnptype : you can set DI, Al , FI , DOB, DOBS , AOB ,
AOBS,FOB, FOBS, DO, AO ,FO, CNT, FCNT , DPI, DOBF,
AOBF, FOBF

- DI : Digital input Read By Master with differ net
variations , DNP Groupl, 2

- Al : Analog input Read By Master with different
variations , DNP Group 30,32
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- CNT : Counter Read By Master with different
variations DNP Group 20, 22

- FCNT : Frozen Counter Read By Master with
different variations DNP Group 21, 23

- Fl: Float Input : DNP Group 30, 32, Variation 5

- DOB : Digital Output Block Write by master with
different mode DNP Group 12

- AOB : Analog Output Block Write by master with
different mode , DNP Group 41

- DO : DO Status Read By Master with different
variations , DNP Group 10,11

- AO : AO Status Read By Master with different
variations , DNP Group 40,42

- DPI : Double Bit Binary Read By Master with
different variations , DNP Group 3,4

- FOB : Float Output Block , Group 41

- FO : Float Output Status, Group 40, 42

- DOBS, AOBS, FOBS Tag Flag for DOB, AOB and FOB
tag type . Please refer to DOBS Tags.

- DOBF, AOBF, FOBF are Command feedback for
DOB, AOB and FOB . Please refer to DOBS Tags.
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Following Type are using same DNP Address space :

- Al, Fl

- AOB, FOB

- AO, FO

- CNT tags and FCNT tags should have same DNP
address.

- For each DOB tag, you can define one DOBS , DOBF
tag with same DNP Address .

- For each AOB tag, you can define one AOBS,AOBF
tag with same DNP Address .

- For each FOB tag, you can define one FOBS,FOBF tag
with same DNP Address .
If you did not define DOBS , AOBS and FOBS tags ,
Default command will execute for DOB , AOB and
FOB tags .

Dnpaddress : DNP3 Tag Address .
Dnpclass : DNP3 Tag Class . (0, 1, 2, 3)

Opcname : name of Signal for Data Archiving and OPC
UA Server .
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DNPSindexAddress : When you define RTU , you can set
DNPSlave Base Address for RTU . DNPSlave Base Address
and DNPSINdexAddress will define tag dnp3 Slave
address . Suppose you set DNPSlave Base address to 100
and DNPSIndexAddress to 5, then Tag DNP3 Slave
Address is 105. This address will use for uplink
connection with 7 Master SCADA.

If DNPSIndexAddress is set to 0, then Tag is not defined
in Uplink Database for connection with 7 Master SCADA.

For each RTU you should select proper Base Address
which is not make conflict in uplink DNP3 Tags address.

Add To List from pbsSoftLogic Project: You can directly
import pbsSoftLogic DNP3 Slave Driver tags to Gateway.

pbsSoftLogic is Open RTU programming IDE for
Linux/WinCE/QNX/Win32 based controllers.

Add To List From CSV File : You can use CSV file for
defining Downlink tags . There is a sample file in
configurator folder.(Tags.csv)

CSV file should have following format:




April 2021 gcADA COMMUNICATION GATEWAY

&, B © O E F £ H | il

1 [item narne type address  class saddressindex OnText  OffText enable

2 1 tagdil ol 1 1 0 Cpen Close 1
g 2 tagdiz Dl 2 1 a 1
4 3 tagail &) 1 1 1] 1
3 4 tagaiz &) 2 1 0 1
3 5 TagFI3 FI 3 1 a 1
T 6 TagFl4 FI 4 1 1] 1
g 7 TagChTL CMT 1 1 0 1
a 8 TagChT2 CHT 2 1 a 1
10 9 TagFCMTL FCHT 1 1 1] 1
11 10 TagFCMT2 FCNT 2 1 0 1
12 11 TagDOB1 DOB 1 1 a 1
13 12 TaghoOB2 DOB 2 1 I 1
14 13 TagDOBS1DORS 1 1 1] 1
15 14 TagDOBS2DOBS 2 1 a 1
16 13 TagAOBl A0B 1 1 I 1
17 16 TaghoB2Z AOB 2 1 1] 1
18 17 TagDFI1  DFPI 1 1 a 1
13 18 TagDPRIZ  DPI 2 1 I 1
20

21

First Row is used for defining CSV elements, so not be
read by configurator.
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Real format of above csv file is like following image :

1 item,name, type,address, class, saddressindex, onText, 0f fText, enable
2 1,tagdil,pI,1,1,0,0pen,Close, 1

2 Z,tagdiz,DI,Z,1,0,,.1

4 3,tagail,aT.l1,.1,0,,,1

5 4,tagaiZ,zxI,2,1.,0,,.1

o 5,TagFI3,FI,3,1,0,,,1
7 6,TagFI4,Fr1.4,1,0,,,1
a
9

i

7, TagCNTl,CNT,1,1,0,,,1

8, TagCNTZ,CNT,2,1,0,,,1
10 %, TagFCNT1,FCNT,1,1,0,,,1
11 10, TagFCNTZ,FCNT,2,1,0,,,1
12 11,TagDboBl,DOB,1,1,0,,,1
15 12,TagDoBRZ,DCB,Z2,1,0,,,1
14 13, TagDoB31,DOBE,1,1,0,,,1
15 14, TagDOBSZ,DOBS,2,1,0,,,1
la 15,TaghCBl,R2C0B,1,1,0,,,1
17 16, TaghCoBRZ,20B,2,1,0,,,1
15 17,TagDbPI1,DPI,1,1,0,,,1
1% 18,TagDPIZ,DPI,z,1,0,,,1

20

Configurator read above file format and finds tag
definition based on above definition.
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For Editing RTU Parameter, you can directly change
parameters on Grid. After changing a parameter, always
press Enter key to finally accept by Configurator.

You can add new Tag Manually. Please notice, no need to
write RTU Name and just fill tag parameters as following

figure:

4 RTU103 1 1 3 TCP 192.168.1.103 20000 1 19200
RTUName | opcname | DNPType | DNPAddress | DNPClass | DNPSIndex A___ | Enable
test Tag Dl - 100 1 0
RTU103_1 RTUStatus g}'s ~11 1 0
RTU103_1 SendTS DO =2 1 0
RTU103_1 SendIP Al 3 1 0
RTU103_1 SendRBE Fl 4 1 0
RTU103_1 SendClas=0 CNT 5 1 0
RTU103_1 SendClass1 | FCNT .6 1 0
RTU103_1 SendClass2 3T 7 1 0

After Writing opcname , select Tag Type from Drop Box,
set DNP3 Address and class and Slave index and finally
make it enable . Press on Enter Key to accept New Tag.

For deleting one RTU, Select RTU in Grid and press DEL
Button. It will delete RTU with Tags after getting
confirmation from user.
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FEP(UL]) DMP Slave{IL) DNP MasterlUL] |ECE1870 Master(DL) Settings About

|| ATus ST

RTUN ame Mastes 1D RTUID Physical Layer | RTUIP TCPPort Serial Port Baud R ate | Time Dut | Enabl
|« RTU 1 3 Tce 192.168.1.111 20000 1 13200 15

RTUHame | opename | DNPType DNPAddress DMPClaszs DNPSIndex A | Enable

RTU1 RTUStatus Y5 1 1 i} |
RTUT SendTS 575 2 1 L] [
RTUT SendlP SYS 3 1 L] W]
RTL1 SendRBE 5YS 4 1 0 ¥
RTU SendClass0 5YS 5 1 0 [+
RTUL1 SendClass1 SYS B 1 0 vl
RTU1 SendClass2 5YS 7 1 0 ¥
RTUT SendClass3 575 8 1 1] &
RTUT EnableUnzoli... SYS 9 Blert [w]
RTL1 DisableUnsoli... SYS 10 [¥
RTU SetCMD2D0 5YS n Are you sure to delete 7 ¥
RTUL1 SetCMD2SBD  SYS 12 ) [
RTU1 ReireshT ags 575 15 |
RTU1 EnableDMPLog  5Y5 16 1 = [
RTU1 SendFreezel... SYS 18 = |w!
RTU1 TagsUpdating  5YS 19 1 U W
RTU CROB_DNPA... SYS 20 1 0 [
RTULA CROB_Contro... SYS 21 1 0 |
RTU1 CROB_Count 5Y5 22 1 0 [
RTU1 CROB_OnTime SYS 23 1 0 [
RTUA CROB_DHTime SYS 24 1 0 v
RTUN CRODB_Select  SYS 25 1 0 [
RTU CROB_Dperate SYS 26 1 0 [
RTUL1 CROB_DiDp... SYS 27 1 0 v
RTU1 CRODB_Status  5YS 28 1 0 ¥
RTU1 Clazs0Period SYS 29 1 0 v
RTUA Clazz1Period SYS 30 1 0 v
RTUN Class2Period 5YS ] 1 0 [
RTU1 Clazz3Period 5YS 32 1 0 [wl




April 2021 gcADA COMMUNICATION GATEWAY

Suppose you define two RTUs in configurator, then you
should see following page but with your parameters:

FEP[UL) DNP Slave{UL] DMP MasterDL] |ECE1870 Master[DL) Settings About
PN Mew RTU

RTUMame Mastes 1D RTUID Physical Layer | RTUIP TCPPort Serial Port Baud Rate | Time Dut Enable Uins
I IRTU 1 3 TcP 192.168.1.111 20000 1 19200 15 ]
RTU2 1 3 ce 192.168.1.66 20000 1 19200 15 J

Select one RTU and expand Grid. You can see RTU Tags:

FEP(UL] DMP Slave(UL] DNP Master(DL) |ECE1870 Master[DL) Seltings About

RTUMName Master ID RTUID Physical Layer | RTUIP TCPPort Serial Port Baud Rate | Time Dut Enable |
I RTUN 1 3 TcP 192.168.1.111 20000 1 15200 15 s
< RTu2 LI I Tee 192168.1.66 20000 1 e saen 15 _ B

RTUN ame opcname DNPType | DMPAddress DHPClass DNPSIndex A...  Enable

RTU2 RTUStatus SYS 1 1 0 7]
RTU2 SendTS sYs 2 1 0 ]
RTU2 SendlP SYS 3 1 0 <
RTU2 SendRBE SYS 4 1 0 |
RTU2 SendClazz0 SYS 5 1 0 |
RTU2 SendClass1 SYS 6 1 0 V|
RTU2 SendClass2 SYS5 7 1 0 ]
RTU2 SendClass2 SYsS a 1 0 |
RTU2 EnableUnsolicited 5Y5 9 1 1} ¥
RTU2 Dizablel nsolicited sYs L1 1 0 V|
RTU2 SetCMD2D0 sYS 1 1 1] ol
RTU2 SelCMD25B0 SY5 12 1 0 V|
RTU2 HefreshTags 5Y5 15 1 n of|
RTU2 EnableDNPLog SYS 16 1 0 V|
RTU2 SendFieezeCNT 5YS 18 1 1] |
RTU2 TagsUpdating 5¥5 19 1 0 |
RTU2 CROB_DNPAddress SYS 20 1 1] |
RTU2 CROB_ControlCode 8Y5 21 1 ] ]|
RTU2 CROE_Count sYs 22 1 0 ]
RTU2 CROB_OnTime SYS 23 1 0 |
RTU2 CROB_OFTime SY5 24 1 0 Wl
RTU2 CROB_Select SYS 25 1 0 ]
RATU2 CROB_Operate SYS 26 1 0 V|
RTU2 CROB_DirD perate SYS 27 1 0 &
RTU2 CROB_Status SYs5 28 1 0 |
RTU2 Clazs0Period SYS 23 1 0 V|
RTU2 Class1Pesiod sY5 30 1 0 &

There are system Tags for each RTU that is defined by
configurator. Sys tags are determined by their Address
not Name.
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- RTUStatus (Read Only) Shows Status of RTU as
following:
o 0 Disconnected
o 10 Gateway Connect to RTU
o 20 Send Time Synch
o 30 Send IP
o 31 Waiting for Data
o 40 Connection Closeting
o 100 Online. Gateway received Data from RTU

RTUStatus Address is 1.

- SendTS : Send Time Synch to RTU . When Changed
from 0 to 1 , Gateway will send Time Synch
command to RTU . SendTS Address is 2 .

- SendIP : Send Integrity poll Command to RTU . When
Changed from 0 to 1 , Gateway will send IP
command to RTU. SendIP address is 3.

- SendRBE . Send RBE Command to RTU . When
Changed from 0 to 1 , Gateway will send RBE
command to RTU. SendRBE address is 4.

- SendClassO . Read Class O (Current Value of all Tags )
Command to RTU . When Changed from 0 to 1 ,
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Gateway will send Read ClassO command to RTU.
SendClassO address is 5.

- SendClassl . Read Class Command to RTU . When
Changed from 0 to 1 , Gateway will send Read
Class1 command to RTU. SendClass1 address is 6.

- SendClass2 . Read Class 2 Command to RTU . When
Changed from 0 to 1 , Gateway will send Read
Class2 command to RTU. SendClass2 address is 7.

- SendClass3 . Read Class 3 Command to RTU . When
Changed from 0 to 1 , Gateway will send Read
Class3 command to RTU. SendClass3 address is 8.

- EnabledUnsolicited : When Change from 0 to 1 ,
Gateway will Send enable Unsolicited
communication to RTU . Unsolicited Communication
may be disable in RTU . EnabledUnsolicited Address

is 9.
- DisableUnsolicited : When Change from 0 to 1 ,
Gateway will Send Disable Unsolicited

communication to RTU . DisableUnsolicited Address
is 10.

- SetCMD2DO : When Change from 0 to 1 , Default
command is changed to Direct operate .SetCMD2DO
address is 11.
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- SetCMD2SBO : When Change from 0 to 1, Default
command is changed to Select Before operate .
SetCMD2SBO address is 12.

- ToggleChannel: When change value it will toggle
communication channel if Channel redundancy is
enabled .

- EnableDNPLog : When Change to 1, pbsFEP start to
log RTU DNP3 Frames for analyzing communication .
When Change to 0 , DNP Logging is disabled.Enable
DNP Trace address is 16 .

- SendFreezeCNT : When change from 0 to 1, pbsFEP
send Freeze Counter command to RTU . Freeze
Counter address is 18.

- TagsUpdating : It is read only tag . Please refer to
following description :

o Tag Update Timeout(Sec) : pbsFEP will check
RTU Tags are updating in this time or not . If
Tags are getting update , System Tag
sys.TagsUpdating value is 1 , if not getting
update in this period , sys.TagsUpdating value
will setto O.

- CROB_DNPAddress , CROB_ControlCode ,
CROB_Count , CROB_OnTime , CROB_OffTime: With
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Setting these tags OPC client can send CROB request
to RTU for different DNP Address , Control Code ,
Count , On-time and off-time parameter . at OPC
Client, first you should set above Tags and then Use
one of CROB Select , CROB Operate or
CROB_DirOperate Signal to initiate Request .

- CROB_Select , CROB_Operate , CROB_DirOperate,
CROB_DirOperateNoACK: After setting CROB Tags ,
you should change One of these tags from 0 to 1 to
send request to RTU .

- CROB_Status: You can see Status field of CROB
request for Specified DNP Address in CROB_Status
Tag .

- CROB_SBOTimeOut: you can set SBO Time Out in Sec
for CROB Object by This System Tag .

- CROB_opctagname: You can use CROB_DNPAddress
or use CROB opctagname to select DOB DNP
Address . CROB_opctagname has string type , and it
is name of DOB OPC Tag to be activate by
CROB_Select/CROB_Operate/CROB_DirOperate
Commands.When you change CROB_opctaghame ,
pbsFEP will search in All DOB Tags for specified RTU
and if find DOB Tag name Identical with
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CROB_opctagname, it will get DNP3 Address and set
CROB_DNPAddress internally .

- ClassOPeriod, Class1Period, Class2Period,
Class3Period: With setting these Tags, OPC Client
can change Class0,1, 2, 3 polling period in Sec.

- IIN1 : Address 35 ,shows Internal Indication Baytel

of RTU
- IIN2 : Address 36,shows Internal Indication Baytel
of RTU
Internal Indications:
LSE

1M1 .0 Broadcast

IIN1 A Class 1 events

IIN1.2 Class 2 events

IIN1.3 Class 3 events

1IN1.4 Need time

IIN1.5 Local control

IIN16 Device trouble

IIN1.7 Device restart
MSE

IIN2,0 Function code not supported

N2 A Object unknown

lIN2 .2 Parameter Error

IIN2.3 Event buffer overflow

N2 .4 Already executing

1IN2 .5 Configuration corrupt

IIN2,6 Reserved

lIN27 Reserved
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- SendTSPeriod: Address 37 , OPC UA Client can set
Time synch in Min for RTU . This parameter is
persistence in pbsFEP . Means its last value is saved
in HDD , so when pbsFEP is restarting , it will set
latest value which is written by OPC UA Client .
pbsFEP is checking every minute changes of this
parameter.

- Sendl|PPeriod: Address 38, OPC UA Client can set
Integrity Poll Period in Min for RTU . This parameter
is persistence in pbsFEP . Means its last value s
saved in HDD , so when pbsFEP is restarting , it will
set latest value which is written by OPC UA Client .
pbsFEP is checking every minute changes of this
parameter .

- SendRBEPeriod: Address 39, OPC UA Client can set
Read By Event Period ( Class1, 2,3,) in Min for RTU .
This parameter is persistence in pbsFEP . Means its
last value is saved in HDD , so when pbsFEP is
restarting , it will set latest value which is written by
OPC UA Client . pbsFEP is checking every minute
changes of this parameter .
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- G41 opctagname: Address 40 , G41 Group in DNP3
is uses for writing Analog value to RTU
G41_opctagname has string type and OPC UA Client
is written signal name on it . if pbsFEP find signal in
defined opc tags, it will read DNP3 address of tag
and keep internally . otherwise will set DNP3 address
to-1.

- G41 Var: Address 41 , OPC UA Client writes Analog

Output Variation on this signal .

Group 41 ( Analog Output Command ) has 4 variation :
- Variation 1: 32 bit

7 6 5 a4 3 2 1 0 « bit_position

=
=

A.20.1.2.2 Formal structure
INT32: Requested value

This is the analog value that is requested; it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

Range is —2 147 483 648 to +2 147 483 647.
UINTS: Control status.
This value is always 0 in a request message.

In response messages, this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 2535,

- Variation 2 : 16 Bit

www.pbscontrol.com Page 41
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octet transmission orderl

7 6 5 4 3 2 1 0 < bit position

A.20.2.2.2 Formal structure
INT16: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or psendo analog output is set.

Range is —32 768 to +32 767.
UINTS: Control status.
This value is always 0 in a request message.

In response messages. this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.

1
<
o
3.
o
=,
(@)
5
w
)
o
Y
=,
5

oa
<
.
5
—t

octet transmission order |

7 6 5 4 3 2 1 0 « bit_position

b0
Requested value
b31) B
b7 b0 Control status
A.20.3.2.2 Formal structure

FLT32: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

Range is approximately —3.4 x 10 t0 +3.4 x 10*.
UINTS: Control status.
This value is always 0 in a request message.

In response messages, this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.

Variation 4 :
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octet transmission orderl

7 6 5 4 3 2 1 0 &« bit_position

e
Requested value
bes3 .
b7 bOk Control status
A.20.4.2.2 Formal structure

FLTo64: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or psendo analog output is set.

Range is approximately —1.7 = 103% to +1.7 = 10°%,

UINTS: Control status.
This value is always 0 in a request message.

In response messages. this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.

- G41 Value: Address 42, Analog Output Value

- G41 _CMD: Address 43 , When OPC UA Client change
G41_CMD signal from 0 to 1 ( False to True) Analog
Output Command with Above parameters will send
to RTU . Only Direct Operate supports for Analog
Outputs . When OPC UA Client change G41_CMD
from 1 to O ( True to False) G41_Status signal value
changes to -1 . when command execute it will show
result of command based on following value..
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- G41_Status:

Address 44 , status of command

execution , which is number as following :

Table 11-7—Control-related status codes

Code
Identifier name Description
number
0 SUCCESS Request accepted, imtiated, or quened.
Request not accepted because the operare message was received after
1 TIMEOUT the arm timer timed out. The arm timer was started when the select
operation for the same point was recerved.
Request not accepted because no previous matching select request
2 NO _SELECT exists. (An operate message was sent to activate an output that was
not previously armed with a matching select message.)
3 FORMAT ERROR Request not accepted because there were fqnnaﬂmg errors 1n the
- control request (either select, operate, or direct operate).
4 NOT SUPPORTED quues_-t not accepted because a control operation 1s not supported for
- this point.
s ALREADY ACTIVE Request not accepted, because the control queue 1s full or the point is
= already active.
Code
Identifier name Description
number
6 HARDWARE ERROR Request not accepted because of control hardware problems.
7 LOCAL Request not accepted because Local/Remote switch 15 in Local
position.
3 TOO MANY OBIS Request not accepted because too many objects appeared in the same
- - request.
9 NOT_AUTHORIZED Request not accepted because of insufficient authorization.
10 AUTOMATION INHIBIT Request not accepted because 1t was prevented or mhibited by a local
- automation process.
1 PROCESSING LIMITED Request not accepted becau.;e the device cannot process any more
= activities than are presently in progress.
12 OUT OF RANGE Request not accepted I_Jecal_l.se the value 1s outside the acceptable
- range permitted for this point.
13 to 125 RESERVED Reserved for future use.
196 NON PARTICIPATING Sent in request messages llldl.cahilg that the outstation shall not issue
- or perform the control operation.
127 UNDEFINED Request not accepted because of some other undefined reason.

® Control status code 126, NON_PARTICIPATING, may be used as a test or “no-op™. Specific control-related objects may have further
explanation for using this code. An outstation shall not reject requests with this status code or report parameter error in IIN2 2 unless

there 1s some other reason to do so.

- CROB_Add2List,CROB_DirOperatelist,
CROB_DirOperateNoACKList ,CROB_ClearList : you
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can send up to 32 CROB to RTU with one
command by following sequence :

o 1-Set CROB_DNPAddress , CROB_ControlCode
,CROB_Count ) CROB_OnTime and
CROB_OffTime

o 2 - Change CROB_Add2List

o Repeat Step 1 and 2 for All CROB that you want
to send to RTU . maximum 32 CROB s
supported .

o 3 — Call CROB_DirOperatelist to Send command
to RTU . Only Direct Operate and Direct
Command without ACK are supported for
Multiple CROB .

o 4 — Change CROB_Clear from 0 to 1 to clear List

- DisableRTU: When changed from 0 to 1 , RTU
communication will disable with RTU . When Signal
change to 0, it will be Enable .

www.pbscontrol.com Page 45
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DNP3 RTU system tags :

opcname | DNPType | DNPAddress
RTUStatus 5Y5 1
SendT5 575 2
SendlP 5Y5 3
SendRBE 575 4
SendClass0 5Y5 Li]
SendClaszs1 575 3]
SendClass2 5Y5 ¥
SendClass3 575 8
EnableUnsolicited 5Y5 9
DizableUnsolicited 575 10
SetCMD2D0O 5Y5 11
SetCMD25B0 575 12
ToggleChannel 5Y5 15
EnableDMFPLog 5Y5 16
SendFreezeCHT 5Y5 18
TagzUpdating 5Y5 19
CROB_DNPAddress 5Y5 20
CROB_ControlCode 5Y5 21
CROB_Count 5Y5 22
CROB_OnTime 55 23
CROB_OMHTime 5YS 24
CROB_Select 55 25
CROB_Operate 5YS 26
CROB_DiuDperate 55 27
CROB_Status 5YS 28
Clazs0Penod 55 29
Clazs1Penod 5YS 30
Clazs2Penod 55 k]|
Clazs3Penod 5YS 32
ActiveChannel 55 33
CROB_opctagname 5YS 34
IIN1 55 35
IIN2 5YS 36
SendT 5Period 575 37
SendlPPeriod 5Y5 38
SendRBEFPeriod 5Y5 39
G41_opctagname 5Y5 40
GA1_War 5Y5 41
G41_WValue 5Y5 42
GA1_CHMD 5Y5 43
G41_Status 5Y5 44
CROB_Add?List SYS 45
CROB_DirOperateList 5Y5 46
CHOB_Clearlist SYS 47
ChannelR edundancyEnabled 575 48
DisableRTU 5Y5 49
CROB_SBOTimeDut 5Y5 50
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IEC104 Master Page(DL):

For adding IEC104 RTU to configuration use IEC61870
Master Tab . Like DNP3 you can easily add new RTU by
“New RTU” Page:

FEP{UL] DNF Slave(UL] DMF Master(DL] IECE1870 Master[DL) Settings About

[75)
=

Ol
Ol
30
15
10
(20

[u*]
=

RTU Name : Name of RTU . Should be unique for all
Downlink RTUs ( DNP3/IEC104/Modbus)

Master ID : originator Address that is setin RTU

RTU ID : IEC104 ID of RTU
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Gl Poll Period(min) : Cyclic period time to send Gl to
RTU by pbsFEP . If is it set to O , pbsFEP is not send
automatically Gl to RTU in cyclic mode .

Cl Poll Period(min) : Cyclic period time to send Counter
interrogation to RTU by pbsFEP . If is it set to O, pbsFEP
is not send automatically Cl to RTU in cyclic mode . For
Reading Counters you need to send Cl to RTU .

Time Synch Period(Hour) : Cyclic period time to send
Time synch to RTU by pbsFEP . If is it set to 0, Cyclic
Send of Time synch is disable .

Freeze Counter Period(Hour) : Cyclic period time to
send Freeze Counter command to RTU by pbsFEP . If is it
set to 0, Cyclic Send of Freeze Command is disable .

Default Command mode : select from Direct Operate or
Select before execute..

SBO Time Out(Sec) : Select Before Operate Timeout in
pbsFEP .

Data Logging Enable by Tag Change : if Enabled, pbsFEP
will log all RTU tag changes with time of changes in Data
base .
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Data Logging Period(min) : if Enabled , pbsFEP will log
RTU data to database at minute . Suppose this parameter
is setto 5. The pbsFEP will log RTU data at5, 10, 15, 20
, 25, 35, 40, 45, 50, 55, 60, ... minutes . It will save all
data independent of Tag Changes . Means if tag changed
or not changed , FEP will log data at minute specified .

Physcial Layer : Select between TCP and RS232
When select TCP, FEP will communicate by IEC104
When Select R$232, FEP will communicate by IEC101

Serial Port(COM) : Serial Port for IEC101 Communication.
Serial port name Should be in ttySO, ttyS1, ... Format . As
an example if you want to use ttyS2 on the server you
need to use 3 for Serial port.

Serial Baud Rate : Communication baud rate for IEC101
Protocol .

RTU IP : RTU IP address that is used for IEC104 protocol .

TCP Port : TCP Port that is used for IEC104 protocol .
Standard Port Number for IEC104 is 2404 .

Mode : IEC101 Communication Mode .
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Unbalance (Master /Slave)
Balance (This Is Like DNP3 Unsolicited communication)

LAZ : IEC101 Link Address Size . address Field of The Link.
Select between 0 , 1, 2 . Only Used for IEC101
Communication

COTZ : IEC101 Cause of Transition Size . 1 or 2 . Only
Used for IEC101 Communication

CAOAZ : IEC101 common Address of ASDU Size .1 or 2.
Only Used for IEC101 Communication

|OZ : IEC101 Information Object address Size .1 or 2 or
3. Only Used for IEC101 Communication

In following figure you can see IEC101 Frame format .
LAZ = Link Address Size

COTZ = COT Size

CAOAZ = ASDU Address Size

|OZ = Information Object Address Size
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IEC 101 Frame Format, Variable length

Data unit Name Function
Start Character Indicates start of Frame
Length Field (*2) Total length of Frame
Start Frame Start Character (repeat) Repeat provided for reliability
Control Field Indicates control functions like message direction
Link Address (0,7 or 2) Normally used as the device / station address
Type Identifier Defines the data type which contains specific format of information objects
Variable Structure Qualifier Indicates whether type contains multiple information objects or not
Data Unit Identifier
COT (1or2) Indicates causes of data transmissions like spontaneous or cyclic
ASDU Address (1 or 2) Denotes separate segments and its address inside a device
Information Object Address (1 or 2 or 3) Provides address of the information object element
Information Object : : _ : : :
Information Elements (n) Contains details of the information element depending on the type
Information Object-2 —-
Information Object-m
Checksum Used for Error checks
Stop Frame
Stop Char Indicates end of a frame

K Param : |EC104 K Parameter
W Param : IEC104 W Parameter
From IEC104 Standard:

The value of k shall indicate the maximum number of sequentially numbered | format APDUs
that the DTE may have outstanding (i.e. unacknowledged) at a given time. Each | frame
is sequentially numbered and may have the value 0 through modulus n minus 1, where
"modulus” is the modulus of the sequence numbers which is defined by the parameter n. The
value of k shall never exceed n — 1 for modulo n operation (see 2.3.2.2.1 and 2.4.8.6 of the
ITU-T X.25 recommendation).

— The transmitter stops the transmission at k unacknowledged | format APDUs.
— The receiver acknowledges at the latest after receiving w = | format APDUs”

— The maximum number of kis n — 1 for modulo n operation.

Maximum range of values of k: 1 to 32767 (21°-1) APDUs, accuracy 1 APDU.

Maximum range of values of w: 1 to 32767 APDUs, accuracy 1 APDU (recommendation: w
should not exceed two-thirds of k).
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TO Param :1EC104 TO Parameter

T1Param:IEC104 T1 Parameter( Communication Timeout)
T2 Param :1EC104 T2 Parameter ( S Format Period)

T3 Param :1EC104 T3 Parameter ( Test Frame Period)

For adding tags to RTU you should follow same rules like
DNP3.

After setting RTU name and other parameters, right click
on page . you can see following menu :

Add To List from sample
Sdd Ta List from XML File
Sdd To List From pbsSoftlogic Project

Add To List Fram C5Y File
Add To List Mo Tag

You can use also AddRTU menu at top of this page . Both
has same functionalies.

Add To List From Sample : will add following tags to RTU :

8 DI Tags ( Digital input)

8 Al Tags ( Analog Input)

8 FlI Tags ( Float Input)

8 DPI Tags ( Double Point Binary)
8 CNT Tags ( Counter)
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8 FCNT Tags ( Freeze Counter Tags)

8 DO Tags ( Digital Output Command)

8 AO Tags ( Analog Output Command)

8 FO Tags ( 8 Float Output Command)

8 DPO Tags ( 8 Double Point Binary Command )

DI, Al, FI, DPI, CNT, FCNT, DO, AO, FO, DPO are all
data types that you can use .

Add From XML File: Will read Tags from sample XML file

There is a sample file in Configurator folder , TagsIEC.xml
. you can edit this file to make Project Specific RTU Tags .

Add To List From pbsSoftLogic project : If you use

pbsSoftLogic for RTU configuration and programming ,
you can easily port IEC tags to pbsFEP . There is a sample
pbsSoftLogic IEC tags in Configurator folder
\pbsSoftLogicSample\IECSTags.xml .

Add To List from CSV File : you can use CSV File to define
RTU Tags . There is sample CSV File in configurator folder

TagslEC.csv . you can use and edit this file to make your
RTU Tag File .

Add To List No Tags : It is just add RTU to List without
Adding any Tags . you should add Tags Manually to RTU.
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Saving configuration

When you finish Configuration, you should save it.
Right click on FEP Page. You can see following menu
command:

FEP[UL)! DNP Slave{UL] DNP Maste{DL) IECG1870 Master[DL) Setting
File

New C:APIP201 2\Wir

Opper ..

Save

Transferta FEP

Select Save and if you did not save it before,
configurator is asking you the path and name of file.
You can open a saved configurator , by open
command .

You can use menu at top to save configuration too.
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[FEP(UL]} DNP Slave{UL] DNP Mastei[DL) IECG1870 Master[DL) Seiti
File

Transfer to FEP

CAAPIP201 2%

For transferring to controller ,you need to set
following parameters in Setting page :

FEP[UL) DMP Slave(UL] DMNP MasterDL) IECG1870 Mastes(DL) | Settings | About

192.168.1.206 ]
/homeskamjoo/Documenl tz/phsFEP

FEP IP address : Is IP address of Linux Server that
Gateway installed

Runtime Path in Linux : Path of Gateway Folder in Liux
Server. FTP user should has read/write access to this
path.

FTP address and Password . use by configurator to
transfer configuration to server.
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Use UTC : if checked, system time in Gateway is consider
UTC not Local time .

RTUS and gateway should have same Time zone.

Licensing pbsFEP

pbsFEP without License is working for 2 Hours with full
functionalities . For final project, you need to purchase
license from www.pbscontrol.com

For enabling license, you need to have a license key from
supplier.

Select License Tab in configurator:

FEP[UL) DNP Slave{UL] DMNP MastesDL] IECE1870 MasterDL] Seltings License  About

Manage License for FEP
License Key 1134E1 A1 -EFD2-42c7-98F5-67CF18120FAC
FEP MALCID DB;I]I]:Z?:cuﬂZhd
Site sitel
Hodbus DMHP3 IECEIDS IECETES0
Get License Copy Licenze
from wWeb to FEP



http://www.pbscontrol.com/
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You need to have Ethernet port MAC ID of your Linux
OS.There is simple script in pbsFEP runtime folder
getmac.sh run it in linux and it will give you MAC ID of
linux . use first one to enable license.

root@eaglebonet9: /home/pbsLX# sh getmac.sh

98:5d:ad:4a:cbh:6a
98 :5d:ad:da:ch:6c
ﬁa:Ed:ad:Ja:cb:Ef

Fill site name and then click on "get License from Web"
your Configurator PC should be connected to internet to
get license . after a few seconds, license file is ready to
transfer to FEP server . Click on "Copy License to FEP"

www.pbscontrol.com Page 57
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4- Runtime on Linux

pbsFEP Is running on Linux OS. Compiled version for
Ubuntu X64 , Debian X86 and Debian ARMv4 CPU are
ready from www.pbscontrol.com web site .

Make a folder in Linux and copy runtime kernel inside
folder . Please use utilities like FileZilla to transfer Files
between windows and Linux .

Working with FileZilla

You can use FileZilla client utility to explore and edit Linux Files and
directories.

Download filezilla from https://filezilla-project.org/

Run filezilla client you will see following page :

E root@192.168.233.136 - FileZilla - X
File Edit View Transfer Server Bookmarks Help

e OO v Tae s

Host: 192168293136 | | Password: [ sswmeeenase | por| | [[Quickeonnect -
Status:  Directory listing ul
Status:  Refrieving direct
Status:  Directory listing
Local site: | CAPIPEQ12\pbsSoftl ogic\PSLEVGarget\pbs200BRTUVZRCEY [ Remote site: [ /
H T & | pbs200BRTUVZRCE Y
i pbs2008RTUVZRCE 1 2 b
G- pbs200BRTUVZRCE 2 2, boot
- | pbs2008Update -2 dev
i uno1110
ALinuRTU heme
Termp jtrd.img
Timezone
" Filename Filesize Filetype Last madified
Utility
@ USLE bin File folder  12/2/2016 2:07:00 AM
- - beat File folder  12/2/2016 2:10:00 AM
Filename Filesize  Filetype dev Filefalder  1/11/2017 12:52:00 PM
- Filefolder 141172017 12:52:00 PM
gipdata File folder heme Filefolder  12/20/2016 643:00PM
pbslX File folder o1 initrddirng File folder  12/2/2016 1:5%:00 AM
saldb File folder lib Filefolder  12/2/20162:13:00 AM
sqlsynclog File folder ot +found File folder  12/2/2016 1:52:00 AM
i sqlsynclogd File folder media File folder  12/2/2016 1:52:00 AM
L] Chat-Module-UICTS- cannect 120 File mnt Filefalder  12/17/2016456:00 AM
L interfaces.default 608 DEFSULTFile opt File folder  12/2/2016 15200 8M v
3 files and 5 directories. Totsl size: 1,208 bytes 21 directories
ServerLocal file Diection  Remote file Size  Priority Stat

Queued files | Failed transfers | Successful transfers

im0 m m 2 B @8 < B E 0 B &
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Type server IP at host field. Type root and root password in user name
and password fields .

Linux directories are showing at right panels and your PC directories at
left s panels.

Note : for transferring files between Windows and Linux /WinCE
Systems , always set Transfer File Type to Binary. you can find this
option in Edit Menu , Setting menu and Transfers Segment .

Settings *
Select page: Default transfer type:
= Connection () At
E| FTR [@F:S:dfl]
© L Active mode (O] Binary

-Passive mode

-FTP Prowy Automatic file type classification
Treat the following filetypes as ASCH files:

am A If you enter the wrang filetypes, those files rmay get
corrupted when transferred,
i Add
bat
= Interface c Rermowve
Thernes cfm
- Dateftime format cqi
i Filesize format conf
- File lists cnn =
- Language [ Treat files without extension as ASCI file
= File editing [ Treat dotfiles as ASCI files
- Filetype associations Dotfiles are filenames starting with a dot, e.g. htaccess
- Updates
..Logging
.. Debug
oK
Cancel

By default it is set to “Auto” that is damaging Linux files at transfer
time from Windows to RTU.

For editing RTU configuration files in windows you need to use
NotePad++ Editor to not damage Text file format when transfer to
windows System .
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Install NotePad++ utility from https://notepad-plus-plus.org/

At first time that you View/Edit any Linux Configuration file, Filezilla
will ask you for Custom Editor .

In this Stage set Nodepad++ as default editor in Filezilla . This will
change File Editing Option in Setting page as following :

Settings >
Select page: Filetype associations
=3 C_ nnnnn tion [inherit system's filetype associations
B FTP Custom filetype associations:
. I

local C\Maotepad + +\notepad + + EXE
sh CiMNotepad + +ynotepad ++.EXE
J CAMotepad + +\notepad + +.EXE

Format: Extension followed by properly quoted commmand and arguments,

Example: png "cihprogram fileshwiewetwiewer.exe" -open

After transferring runtime kernel to Linux , connect to
Linux by telnet or SSH and change pbsFEPLX program
mode to execution by following command :

chmod +x pbsFEPLX
For running gateway use following command:

./ pbsFEPLX



https://notepad-plus-plus.org/
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For automatic startup of Gateway, please get support
from your company Linux administrator, because it is
different for each version of Linux.

OPC UA Connection

You can use any standard OPC UA Browser Like Softing or
UaExpert to connect to gateway .

Download and run Softing DataFeed OPC Client. In
Project Pane, Double click on Add Session :

Session Connect n
4 Local Session Properties
b Remote
’ Manual Session Name: dataFEED OPC UA Client 1
~ ) Recent ) ]
Y opetcp://192.168.1.153:16664 - None #) Endpoint Information
1 opcitcp://192.168.1.66:16664 - None Endpoint Url: opcicp://192.168.58.125:16664

@ opciop://192.168.58.135:16664 - None Security Mode: e
ﬂ opctcpy//192.168.1,.253:4840 - None Security Policy: 8
Y opctep://192.168.1.250:16664 - Nane ane

Message Encoding: Binary

~) Authentication Settings
User Identity: Anonymous
User Name:

Password:

~) Advanced Endpeint Information
Application Name

Application Type

Application Un

Product Uri

Transport Profile Uri

Validate Connection OK | | Cancel
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In Endpoint Url : type opc.tcp://192.168.58.135:16664

Change 192.168.58.135 to your Linux IP address and
change 16664 to port that you set in OPC UA Setting of
Gateway .

Click on validate connection and wait for validation.

If connection validated, you will see a small green circle
|

| Validate Connection | ©

close to button.

Please check your Firewall setting for OPC UA Port
number. If OPC UA Port is blocked, you couldn’t connect
to Gateway. Please get support from network
administrator.

Click on OK Button you will see Gateway Server at
Configuration Browser page :

File View Settings Help

ﬂll DDDEIEE EH

" Data Access '

@ dataFEED OPC UA Client 2 - opctep://192.168.58.135:1664

\@l — dataFEED OPC UA Client 2 - opc.tcp://192.168.58.135:16664]
- Objects
b g Server
~ g FEPServer
» g RTU13
b W@ RTUZ 3
b m@ RTU3 3
2 Types
b Views
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FEPServer is the server name that you set in OC UA Page
of configurator.

Under FEPServer, you can see list of RTUS . RTU name is
make by RTU name that is selected in configuration time
and RTU ID.

Open one RTU, you can see tag list .

GHEE OECNEEABE

Yroject ~ 1 X| Data Acc&'.s1'fnnfiguration Browse]

HEENDOO HE DEX

@ dataFEED OPC UA Client 2 - opctop://192.168.58.135:1666

Al = dataFEED OPC UA Client 2 - opc.tcp://192.168.58.135:16664
- Objects
b g Server
« @ FEPServer
+ mg RTU13
bomposys
L TR
 omp Al
F g Fl
» mp DPI
b mg CNT
+ wg DOB
r w@ AOB
b mp FOB
P mp RTUZ3
P mg RTUZ 3
4 Types
3 WViews

www.pbscontrol.com Page 63
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There is a specific folder for SYS tags . you will find all
system tags in this folder .

OFv !

P W@ herver
g FEPServer

b g System

~ mp RTUT03 1

v W sys
b (X RTUStatus

X SendTS
X SendIP
X) SendREE
X SendClass0
X SendClass1
X SendClass2
X SendClass3
X EnableUnsolicited
X DisableUnsolicited
X RefreshTags
X EnableDMNPLog
X FreezeCNT
X UpdatingTags

- T T T W ¥ W ¥ W ¥ W ¥ W

For other RTU tags , if you put dot “.” In tag name ,

o n

gateway will make folder based on “.
Suppose you add following tags to RTU :
DI.DI1
DI.DI2
AlLAIL1
Al.AlI2
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Then gateway will define two folder for DI and Al and
puts DI1 and DI2 in DI folder and Al1 and Al2 in Al Folder.

- g DI

X tagdi0
X) tagdil
X) tagdi2
X) tagdi3
X) tagdi4
X) tagdis
X tagdi6
X) tagdi7
- g Al

X tagail
X tagail
X tagai2
X tagai3
X tagaid
X tagais
X tagaib
X tagai7

.4
K
.4
K
.4
K
.4
K

k
4
k
4
k
4
k
4

Double click on Tag Name, Browser will add tag to Data
Access page:

@ dataFEED OPC UA Client - <Projeckname> ¥
File View Settings Help

GEE DEROEHABE CEE

Project v i x Data Access | Configuration Browse |

. . u H . = State Display Name Nede Id Data Type Value ﬂ Server Timestamp !

Al @ dataFEED OPC UA Client 2 - opctep://192.168.58.135:1666 E -N\RTU1_3\sys\RTUStatus  ns=0;s=RTU1_3.sys.RTUStatus Int32 100 1:20:55.801 AM

- Subscription 1 E —rver\RTU1_3\sys\SendTS  ns=0;s=RTU1_3.sys.SendTS Boolean False 1:27:14.704 AM

E Root\Cbjects\FEPServer\RTU1_3\sy=\RTUStatus E --rver\RTU1_3\sys\SendIP ns=0;5=RTU1_3.sys.SendIP Boolean False 1:27:15.311 AM
B Root\Objects\FEPServenRTUT 3\sys\Send TS =] er\RTU1_3\sys\SendRBE  ns=0:s=RTU1_3.sys.SendRBE  Boolean False 1:27:15.915 AM
B Root\Objects FEPServe\RTUT SsysiSend P B  .\RTU1_3\sys\SendClass0  ns=0;s=RTU1_3.sys.SendClassD Boolean False 1:27:16.421 AM
B Root\Objects\FEPServer\RTUT 3\sys\SendRBE
E Roof\Objects\FEPServer\RTU 1_3\sys\SendClass0 E -erver\RTU1_3\D\tagdi1  ns=0;5=RTU1_3.Dl.tagdi1 Boolean False 1:27:17.933 AM
E Root\Objects\FEPServer\RTU1_3\Dltagdil E -erver\RTU1_3\D\tagdi2  ns=0;s=RTU1_3.Dl.tagdi2 Boolean False 1:27:18.538 AM
E Root\Objects\FEPServer\RTU1_3\Dltagdi2 E ..erver\RTU1_3\Dl\tagdi3 ns=0;s=RTU1_3.Dl.tagdi3 Boolean False 1:27:20.053 AM

E Root\Objects\FEPServer\RTU1_M\Dhtagdi3

You can see tag value and change them from this page.
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You can use wireshark software to monitor and analyze
DNP3 /IEC0O4 communication between Downlink RTUs
and pbsFEP.

Wireshark is free protocol analyzer . please download

from https://www.wireshark.org/

Run Wireshark and select Ethernet port that you want to
monitor communication.

| The Wireshark Network Analyzer - l'-“-
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help
amoe XE ] =T sFElaaas
M [#oply a deplay fiter ... <ctl-f 3 - | Expression...
Welcome to Wireshark
Capture
.using this fiter; | JEnter a capture fite -_@I

MNpcap Loopback Adapter L

VirtualBox Host-Only Network _

Mdis\Wan Adapter

MdisWan Adapter
apts

You can use filter for focusing on specific IP and TCP port
like following :

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Mmce RREREB Re=s=F i[5 [Elaaan
M [tcp.port==20000 && ip.addr ==192.168.1.66 %] = | Expression
I P Torna [F. Mar e bine Dembreml | mebb  Teafm

For starting capturing , click on Shark icon at top . and
then click on blue arrow at right to enable filter . For
above filter , you can see All DNP3 Frames between
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pbsFEP ( IP 192.168.1.206 ) and Specified RTU IP (
192.168.1.66) as following :

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

oo 2e Resz=FIE[EFacan

I [tcp.port==20000 8 ip.addr = =192.168.1.66 %] ~| Expression..  +
No. Time Source Destination Protocol  Length Info

246 2.707485 192.168.1.144 192.168.1.66 oNe 3.0 78 Disable Spontaneous Messages

248 2.707968 192.168.1.66 192.168.1.144 TCP 60 20000 -+ 59382 [ACK] Seqwl Ack=25 Win=457 Len=@

254 2.757571 192.168.1.66 192.168.1.206 DNP 3.0 99 Unsolicited Response

255 2.757802 192.168.1.206 192.168.1.66 TCP 66 34574 -+ 20000 [ACK] Seq=1 Ack=34 Win=354 Len=0 TSval=3239081743 ..

270 2.965425 192.168.1.144 192.168.1.66 DNP 3.0 72 Read, Class @

271 2.965560 192.168.1.206 192.168.1.66 DNP 3.9 82 Confirm

272 2.965881 192.168.1.66 192.168.1.144 TCP 60 20000 » 59382 [ACK] Seq=1 Ack=43 Win=457 Len=9

273 2.965975 192.168.1.66 192.168.1.206 TCP 66 20000 » 34574 [ACK] Seq=34 Ack=16 Win=453 Len<d TSval=17837076 T..

293 3.560846 192.168.1.66 192.168.1.206 DNP 3.0 101 Unsolicited Response

294 3,561106 192.168.1.206 192.168.1.66 TCP 66 34574 » 20000 [ACK] Seq=16 Ack=69 Win=354 Len=@ TSval=3239082547..

311 3.775916 192.168.1.206 192.168.1.66 DNP 3.0 82 Confirm

312 3.776448 192.168.1.66 192.168.1.206 TCP 66 20000 - 34574 [ACK] Seq=69 Ack=31 Win=453 Len=9 TSval=17837278 T..

b Frame 246: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface ©

b Ethernet II, Src: HewlettP_7a:e4:ac (3c:d9:2b:7a:e4:ac), Dst: TexasIns_4a:cb:6a (98:5d:ad:4a:cb:6a)
P Internet Protocol Version 4, Src: 192.168.1.144, Dst: 192.168.1.66

b Transmission Control Protocol, Src Port: 59382, Dst Port: 20000, Seq: 1, Ack: 1, Len: 24

b Distributed Network Protocol 3.8

98 5d ad 4a cb 6a 3c d9 2b 7a ed4 ac 93 00 45 20 1:3-3¢<- 42
@@ 40 76 93 40 20 30 06 00 02 c@ a8 @1 90 co a8 év@

@1 42 e7 f6 d4e 20 39 12 3a 27 c7 46 e7 35 50 18 B--N9 :'FSP
@7 do c@ d6 90 90 95 64 11 c4 €3 0@ @1 00 cl 22 d -
e2 c8 15 3c 82 86 3c 83 @6 3c 04 06 ee 82 < < <

Because TCP port 20000 is specified for DNP3 , if you use
other port for DNP3 communication , then Wireshark
will show you frames but couldn’t understand this is
DNP3 frame. So for testing communication always use
port 20000 for DNP3, port 2404 for IEC104 and port 512
for modbusTCP. you can change default DNP3 and
IEC104 port number in  Wireshark from
Edit/Prefrence/Protocols menu and select DNP3 or
IEC104 and change Default port number .
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Ml Wireshark . Preferences ? >

DCERPC ~
DCOM
DCT2000
DOTR DHP 3.0 TCP port |a88 |
DeviceMet
DHCP/BOOT
DHCPFO
DHCPwvE
DHCPYE Bulk
DIAMETER
DICOM

DIS

DISTCC
DIl

DLM3

DL S
DLT_USER
DrAP

DkAX Channe
DMP 3.0

DME

DOCEIs

DOF

DRb i

Distributed Metwork Protocol 3.0
Reassemble DNP3 messages spanning multiple TCP segments

DHP 3.0 UDP part |20000 |

Cancel Help

M wireshark - Preferences ? X

Layout * | IEC 60870-5-104-Apci
Capture

Expert
Filter Buttans
Marme Resolutior

104apci TCP port | 2404

¥ Protocols
1Mapci
2Mie st
2dparityfec
IGPP2 A1
BLoWWRAN
802,11 Radio
802,11 Radiol
ap
A-bis QML
A1
ACAP
ACN
ACR 122
AlCtrace
ADE
ADB CS
ADE Service

ADP w2
< >

Cancel Help
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When you have problem in communication in your
project , you can save all frames and send to pbscontrol
company for analyzing pbsFEP operation .

For saving frames , click on Stop red button . Then click
again on Start Capturing , Wireshark with answer you for
saving frames .

File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help

am e RRE QesEF iSEQAQaqBE

&

N [tcp.port= = 20000 8&ip.addr == 192.168.1.66 i

io. Tme Source Destination Protocol Length Info
17403 327.759307 192.168.1.66 192.168.1.206 TCe 66 20000 + 34574 [ACK] Seq=3301 Ack=1471 Win=4%
17406 327.891656 192.168.1.144 192.168.1.66 DNP 3.0 78 Disable Spontaneous Messages
17407 327.892131 192.168.1.66 192.168.1.144 TCP 60 20000 - 59382 [ACK] Seq=1 Ack=469 Win=457 Le
17433 328.149327 192.168.1.144 192.168.1.66 DNP 3.0 72 Read, Class @
17434 328.149781 192.168.1.66 192.168.1.144 TCP 60 20000 + 59382 [ACK] Seqel Ack=487 Wine=457 Le
17577 331.6460862 192.168.1.66 192.168.1.206 DNP 3.0 99 Unsolicited Response
17578 331.646344 192.168.1.206 192.168.1.66 TCP 66 34574 » 20000 [ACK] Seq=1471 Ack=3334 Win=3%
17589 331.847570 192.168.1.206 192.168.1.66 DNP 3.0 B2 Confirm
17590 3351.848015 192.168.1.66 192.168.1.206 TCP 66 20000 - 34574 [ACK] Seq=3334 Ack=1436 Win=45
17768 336.565976 192.168.1.66 192.168.1.206 DNP 3.0 99 Unsolicited Response
17769 336.566196 192.168.1.206 ‘ Unsaved pacm“ -5 Ack=3367 Win=3%
17782 336.808321 192.168.1.206
17783 336.808787 192.168.1.66 Do you want to save the captured packets before starting a new capture? [ Ack=1561 Win=43
17804 337.369264 192.168.1.66
17805 337.369457 192.168.1.206 Your captured packets will be lost if you don't save them, l Ack=3402 Win=3%
17813 337.614900 192.168.1.206
17814 337.615375 192.168.1.66 E Save 1}Conﬁnueghhout§mﬁng|| Cancel I .? Ack=1516 Win=4%
Frame 246: 78 bytes on wire (624 bit

Ethernet II, Src: HewlettP_7a:e4:ac (3c:d9:2b:7a:ed4:ac), Dst: TexasIns 4a:cb:6a (98:5d:ad:4a:cb:6a)
Internet Protocol Version 4, Src: 192.168.1.144, Dst: 192.168.1.66

Transmission Control Protocol, Src Port: 59382, Dst Port: 20000, Seq: 1, Ack: 1, Len: 24
Distributed Network Protocol 3.9

click on save button and select file for saving frames .

vTvOvvTwew

We can open your save file by Wireshark and see all the
detail of communication between RTU and pbsFEP .

It will help us too much to increase pbsFEP performance
and operation with different type of RTUs.
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With Wireshark you can see detail of DNP3
/IEC104/Modbus frames .
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5 - Data logging configuration

pbsFEP can save downlink RTU data in Oracle or MS SQL
Server database .

Oracle Data base can be installed at same FEP System or
on another Server , but SQL Server should be on another
server because SQL server is running on Windows .

At FEP page in configurator you can see following page :

do phsFEP configurator Wersion 1.0.0RCT8 16 Mob 2019
FEP[UL) DMP Slave(UL) IEC104 Slave [ UL] DMP Master(DL) IECE1870 Master(DL) Modbus [DL) Redundancy Ignition Integration Settings
File

G664

FEPServer

| -.

tagname

tagvalue

eventdesc

FEPDATA tagtimems

FEPDATA

FEPDATA

www.pbscontrol.com Page 71
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Click on Enable to Enabling for all RTUs data logging on
Oracle or SQL Server.

For interfacing with Oracle we used odpi APl and for SQL
Server , we used freetds API .

In FEP Server , you need to install freetds by following
command :

sudo apt-get install -y freetds-bin freetds-common freetds-dev

For Oracle, you need to install Oracle Instance client on
the Server.

Download the Instant Client installer first. Install alien
package to be able to install rpom packages by typing
following command in terminal.

# sudo apt-get install alien

Once that is done, locate the rpm files and execute the
following:

# sudo alien -i oracle-instantclient*-basic*.rpm
# sudo alien -i oracle-instantclient*-sqlplus™.rpm

# sudo alien -i oracle-instantclient*-devel*.rpm




April 2021 gcADA COMMUNICATION GATEWAY

Installing libaio is needed. The following command will
install it:

# sudo apt-get install libaiol

Create Oracle configuration file and update the
configuration by running the following command:

# sudo vi /etc/ld.so.conf.d/oracle.conf
Jusr/lib/oracle/19.3/client64/lib/

# sudo Idconfig

For connecting to database:

#sqlplus<sername>/<password>@<host>:<port>/<servic
e name>

Database Server IP: Specify Oracle or SQL Server IP
address. For Oracle you can set two Redundant IP
address separating by; Like 192.168.1.10;192.168.1.20

Database User Name: Asking your database
Administrator to make a User and put User name in this
field . Connect and Insert at least should be grant to user.

Database User Password: Password of defined User.
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Database SID/ Name: For Oracle there is SID name and
for SQL Server this field is name of Database. For oracle
you can set two redundant SID separating by ; like
SID1;SID2

Database Port : For Oracle Set this filed with port number
that is defined when Administrator defined database.by
defaultitis 1521, 1522 or 1523 .

Table Name Event: you can use default names in this
page or change name of Tables and fields. this parameter
is name of table that is used for events archiving .

Table Name Cyclic: you can use default names in this
page or change name of Tables and fields. this parameter
is name of table that is used for Cyclic Data archiving .

If you use same name for both , all data will archive in
one table .

RTU Name Field: Name of Column in Event table or cyclic
table for RTU name .

Tag Name Field: Name of Column in Event table or cyclic
table for Tag name.
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Event Description Field: Name of Column in Event table
or cyclic table for Event Description.

Tag Value Field: Name of Column in Event table or cyclic
table for Tag Value.

RTU Name Field: Name of Column in Event table or cyclic
table for RTU name.

Tag Time (Sec) Field: Name of Column in Event table or
cyclic table for Tag time Seconds part .

Tag Time (msec) Field: Name of Column in Event table or
cyclic table for Tag time milliseconds part.

Tag Time (merg) Field: Name of Column in Event table or
cyclic table for Tag time which is merge of Second field
and millisecond field.

Following select are valid for tag time:

- Select only Tag Time (Second)
- Select Tag Time (Sec) and Millisecond
- Select Only Tag Time (merg)
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Your database administrator , should make a database
and define FEPDATA Table as following which is defined
by Oracle SQL Developer :

= FEPDATA

Columnz | Data | Model | Constraints | Grants | Statistics | Triggers | Flashbadk | Dependendies | Details | Partitions | Indexes |SQL

W E XD R sort. | Fiter|

{} RTUNAME |{} TAGNAME |{} TAGVALUE |{} TAGTIME  |{} TAGTIMEMS |{} EVENTDESC |{} TAGTIMEM |

255 RIUZ FITagl 3908.5... {rmll) {nmall} (null} 1560949485000
256 RIUZ FITaghd  3903.5... {null} {null} (null} 1560949485000
257 RIUZ DITag2 1 {rmll) {nll) {null} 1560949485000
258 RIUZ DITagl24 1 {null} {null) {null} 1560949485000
259 RIUL DITaglo i {rmll) {null) bahar 1558287290083
260 RIUZ DITag2 i {null} {null) {null} 1560949490000
261 RIUZ DITagl24 0 {rmll) {rmll) {null} 1560949490000
262 RIUZ FITagl 3918.8... {null} {null} (null} 1560949495000
263 RIUZ FITaged  3918.8... {rmll) {nall} (null) 1560949495000
264 RIUZ DITag2 1 {null} {null) {null} 1560949495000
265 RIUZ DITagl24 1 {rmll) {rmll) {null} 1560949495000
266 RIUZ 2ITagl 379 {null} {null) {null} 1560949495000
267 RIUL DITagll 1 {null} {null} karan 1558287295106
268 RIUZ DITag2 i {null} {null) {null} 1560949500000
269 RTUZ DITagl24 i {null} {null} (null} 1560949500000
270 RIUL DITagll i {null} {null} bahar 1558287300127

CEEATE TABLE "ERAMJOOZ™."FEFDATA™
( "RIUNAME"™ “ARCHARZ (64 BYTE) NOT HNULL EHABLE,
"TAGHNAME™ VARCHARZ2 (256 BYTE) NOT HULL EMABLE,
"TAGVATLUE™ FLOAT({1:26) MNOT NULL EHABLE,
"TAGTIME™ NUMEER,
"TAGTIMEMS™ HUMBER,
"EVENTLESC™ VARCHARZ (64 BYTE),
"TAGTIMEM™ NUMBER
) SEGMENT CREATION IMMEDIATE
PCTEFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
HOCOMPRESS LOGGING
STORAGE (INITIAL £5536& NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCEEASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER POOL DEFAULT FLASH CACHE DEFAULT CELL FLASH CACHE DEFAULT)
TABLESPACE "USERS"™ ;
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You can check connection with database with Oracle SQL
Developer first . you need to define Specified TCP port
for Firewall system in Oracle Server and check that all
necessary Oracle Services are running properly for
correct connection .

You can see logged data by Oracle SQL Developer :

2ipbsfep | £ repoATA

Jolumns Data Model | Constraints | Grants | Statistics | Triggers | Flashback | Dependencies | Details | Partitions | Indexes | SQL

3 WG XKW W osort. |Fiter:

{} RTUNAME |{: TAGNAME | TAGVALUE |{} TAGTIME | {} TAGTIMEMS |

3623 RTUL DITagl 0 1556276135 941
3624 RTUL DITagl 1 1556276141 2l
3625 RTUL AlTagl 140 1556276090 173
3626 RTUL DITagl 0 15586276146 161
3627 RTUL DITagl 11556276151 161
3628 RIUL AlTagl 141 1556276100 403
3629 RTUL DITagl 0 1556276156 261
3630 RTUL DITagl 1 1556276161 371
3631 RTUL AlTagl 142 1556276110 634
3632 RTUL DITagl 0 1556276166 481
3633 RTUL DITagl 1 1556276171 613
3634 RTUL AITagl 143 1556276120 743
3635 RTUL DITagl 0 1556276178 721
3636 RTUL DITagl 1 15562761¢1 832
3637 RTUL AITagl 144 1556276130 964
3638 RTUL DITagl 0 1556276186 941

Archived fields are as following:

RTUName ( Max 64 char)
TagName ( Max 256 Char)
EventDesc( Max 64 Char)
TagValue Double

Tag Time in Second from 1/1/1970
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- TagTimems : millisecond of Tag time

In oracle SQL developer you can see string readable
format for time label by following query :

SELECT RTUNAME as "Station Name™,
TRGHNAME as "Device MName™,

TAGVALUE as "Value™,
TO_CHAR (TIMESTAMP '1370-01-01 00:00:00 GMI' + NUMIODSINTEEVAL(TAGTIMEM/1000,

"SECCHD") , 'mm/dd/y¥yy hhZ24:mi:ss3") as "Timestamp™
FROM FEPDATR

For MS SQL Server define a database and define
FEPDATA Table with following script to database:

USE [pbsHMI]

GO

o I Schrors: Object: Table [dbo].[FEPDATA] Script Date: 4/26/2019 1
SET ANSI_NULLS ON
GO

12 [rtuname] [nvarchar](64) NOT NULL,
13 [tagname] [nvarchar](256) NOT NI
14 [tagvalue] [real] HOT nULL,
5 [tagtime] [bigint] NOT NULL,
[tagtimems] [int] NOT NULL
ON [PRIMARY]

GO

- RTUName ( Max 64 char)
- TagName ( Max 256 Char )
- EventDesc( Max 64 Char)
- TagValue Double
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- Tag Time in Second from 1/1/1970
- TagTimems : millisecond of Tag time

Redundancy Operation

In following figure you can see pbsFEP Redundancy

concepts:
OPC UA Client
pbsFEP pbsFEP
Primary Standby

Downlink RTUS

Primary FEP is active and communicates with Downlink
RTUS.
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Standby FEP is standby and not communicate with
Downlink RTUS.

You can see following parameters in Configurator for
redundancy:

FEP[UL] DMP Slave[UL] DNP Maste(DL] IECE1870 MasteriDL] Redundancy Settings License About

18000

192.160.1.214

Redundancy Enable : Enables FEP redundancy
Redundancy port : TCP port that is used for redundancy
Redundancy Server IP : IP address for the other server .

Redundancy timeout : timeout that is check by Standby
to switch to primary if primary failed .

When one server is loading it will do following tasks :
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1-For Redundancy Timeout Sec, checking for any TCP
connection on Redundancy Port . if other server is
connected, then this FEP is standby .

2-1f no other server is connect to FEP, So it is working
at primary . Primary FEP is sending TCP connect
request periodically to find standby server when
loaded .

3-1f primary failed , standby is not receiving any data
from primary, So standby will check for redundancy
timeout sec and after that it will work as primary .

Standby FEP is not communicating with Downlink
RTUS and no data logging.

At runtime there is OPC UA tags SYS.RedStatus which
is shows redundancy status for this FEP .
SYS.RedStatus =1, Primary

SYS.RedStatus = 2, Standby

OPC UA Client should support Redundancy for
connection with FEP Servers . This means you should
define two IP address in OPC UA Client . So OPC UA Client
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will connect to one of them and when couldn’t
communicate with that channel will switch to other Link .

Online Operation of pbsFEP

You can add new RTU to pbsFEP without Restarting FEP .

After adding New RTU to configurator and transfer to
Runtime kernel , change system.Refresh Tag from 0 to
1. This will add new RTU to FEP and make it operational.

~ "= dataFEED OPC UA Client 1 - opc.tcp://192.168.1.206:16664/
- Objects
b @ Server
+ W FEPServer
+ @ System
v X TotalTagsMumber
v X RedStatus
'
v X TotalRTUNumber
b g RTU1
F m@ RTUG
b @ RTUZ
L Types

b Views

It is not possible to delete RTU online . you can only add
new RTU and make RTU Disable by RTU SYS.DisableRTU
Enable by System.refresh Tag.
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6 — DNP3 Slave System tags

Following system tags are added to DNP3 Slave kernel of
FEP if DNPSIndexAddress is not -1 and DNPSlaveBAseAdd
is not set to -1. If you set DNPSlaveBAseAdd to -1, FEP
will not defined any DNP Slave Tag for this RTU.

@ phsFEP configurator Wersion 1.0.0RC1612 Dec 2019
FEP{UL) DMP Slave(UL] IEC104 Slave [UL]) DMP Haster[DL) |ECE1870 Master[DL] Modbus [DL] Redundancy Ignition i

| TSPeriod | RBEPeriod | FCNTPeriod | ClassDPeriod | Defualt Com... | SBDTimeout | DNPSlave Base Ad
1 2 0 0 DO 5 1
1 2 0 0 DO 5 100
1 2 0 0 Do 5 200
1 2 0 0 Do 5 1
1 2 0 0 Do 5 -1
1 2 0 0 Do 5 -1
1 2 0 0 Do 5 -1
1 2 0 0 DO 5 1
1 2 0 0 Do 5 1
1 2 0 0 Do 5 1
1 2 0 0 Do 5 -1
1 2 0 0 DO 5 -1
1 2 0 0 Do 5 -1
1 2 0 0 Do 5 -1
1 2 0 0 DO 5 1
1 2 0 0 Do 5 1
1 2 0 0 Do 5 1
1 2 0 0 DO 5 -1
i 3 i ii it i 4
1 2 0 0 Do 5 -1

In above figure only for 2 RTU , system tags will defined
in DNP3 Slave Kernel .

RTU Status — Tag Address = 1 , DNP3 Address in DNP3
Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd , Al
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CROB_Address — Tag Address = 20 , DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,AOB

CROB_ControlCode — Tag Address = 21, DNP3 Address in
DNP3 Slave Kernel =
DNPSlaveBaseAdd+DNPSIndexAdd,AOB

CROB_Count —Tag Address =22, DNP3 Address in DNP3
Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd,AOB

CROB_OnTime — Tag Address = 23 , DNP3 Address in
DNP3 Slave Kernel
DNPSlaveBaseAdd+DNPSIndexAdd,AOB

CROB_OffTime — Tag Address = 24 , DNP3 Address in
DNP3 Slave Kernel
DNPSlaveBaseAdd+DNPSIndexAdd,AOB

CROB_Select —Tag Address = 25, DNP3 Address in DNP3
Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd ,DOB

CROB_Operate — Tag Address = 26 , DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,DOB
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CROB_DirOperate — Tag Address =27, DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,DOB

CROB_Status —Tag Address =28, DNP3 Address in DNP3
Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd ,Al

CROB_Add2List — Tag Address = 45 , DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,DOB

CROB_DirOperatelList —Tag Address =46, DNP3 Address
in DNP3 Slave Kernel =
DNPSlaveBaseAdd+DNPSIndexAdd ,DOB

CROB_ClearList — Tag Address = 47 , DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,DOB

CROB_SBOTimeout —Tag Address =50, DNP3 Address in
DNP3 Slave Kernel = DNPSlaveBaseAdd+DNPSIndexAdd
,AOB
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CROB_DirOperateNoACK— Tag Address = 51 , DNP3
Address in DNP3 Slave Kernel =
DNPSlaveBaseAdd+DNPSIndexAdd ,DOB

CROB_DirOperatenoACKList — Tag Address = 52 , DNP3
Address in DNP3 Slave Kernel =
DNPSlaveBaseAdd+DNPSIndexAdd ,DOB

With above system tags , any external DNP3 Master
Software can send CROB commands to RTUs through
FEP.
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7- Gateway Specification

- Number of Downlink Connection: 256
- Number of Tag for each Downlink RTU: 5000
- Number of DNP3 Uplink connection : 7
- Number of DNP3 Uplink Tags : 1,0240
- DNP3 Level 3 Implementation
- Following DNP Functions are not Supported in V3
RC5 :
File Transfer, Group 0, Data Set, Virtual Terminal
- RS485 Mode is not supported. ( no Collision
Avoidance )
- Receiver Inter character Timeout : Not Checked
- UDP Datagram is not supported
- Confirmation in Data Link Layer is always Off .
- Supported Qualifier :
o Prefix 0 Range0,1,2
o Prefix1 Range 7,8,9
o Prefix 2 Range 7,8,9
o Prefix3 Range 7,8,9
- Supported Groups:
o DI Group 1, Variation 1,2,3
o DI Group 2 : Variation 1,2
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o DPI Group 3 : Variation 2

o DPI Group 4 : Variation 1, 2

o DO Group 10 : Variation 1,2

o DO Group 11 : Variation 1, 2

o DOB Group 12 : Variation 1

o CNT Group 20 : Variation 1, 2, 5,6

o CNT Group 21 : Variation 1,2,5,6,9,10
o CNT Group 22 : Variation1, 2,5, 6

o CNT Group 23 : Variation 1, 2,5,6

o Al Group 30: Variation1,2,3,4,5,6
o Al Group 32 : Variation 1,2,3,4,5,6,7,8
o AO Group40 : Variation 1,2,3,4

o AOB Group 41 : Variation 1

o AO Group 42 : Variation 1,2,3,4,5,6,7,8
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8 —DNP3 Concepts

In DNP3 main  data types are Digital(Binary) Input,
Analog Input, Double Bit Binary Input, Counter, Frozen
Counter, Digital(Binary) Outputs Status, Analog Output
Status, Digital Output Command and Analog Output
Command.

Any DNP3 Tag has current value (ClassO) and buffered
value (Class 1, 2, 3) . Based on DNP3 Standard there is no
priority for different class1,2 and 3.

When a DNP3 tag has classO, it means tag value changes
will not buffer with proper time label .

When DNP3 tag has class 1, 2 or 3 , it mean tag value
changes will buffer inside RTU  with proper time of
change .

In DNP3 for separating Static value of tags and event
value (Buffered Data), Tag Group concepts will use.

The most common Groups are as following:

Group 1 is Static value of Digital Input Tag
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Group 2 is event buffer of Digital Input Tag

Notice that these two groups refer to same DI tag. Group
1 shows current value and Group 2 shows event
buffered.

Group 3 is Double Bit Binary Input Current value
Group 4 is Event Buffer of Double Bit Binary Input.

Double Bit Binary Input from DNP3 Document:

To event queue

T Change Detected

Double-bit Binary .| Change-of-State
Input Value o Detector

Input AW Tlnput B

Measured, obtained
or computed value

Figure 11-8—Double-bit binary input model

A double-bit binary input point is modeled as two single-bit binary inputs that are indivisibly linked
together.

The four input states are defined in Table 11-14.

Table 11-14—Double-bit binary input states

State Corresponding state if
o a single-bit binary
value State name Description . .
i input were used
(VINT2) instead

|0 INTERMEDIATE Transitioning between end conditions —

|1 DETERMINED OFF End condition, determined to be OFF 0

|2 DETERMINED ON End condition, determined to be ON 1

|3 INDETERMINATE Abnormal or custom condition —

Group 10 is Digital Output Status current value.
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Group 11 is Digital Output Event Buffer.
Group 12 is Digital Output Command.

Group 20 is Counter static value.

Group 21 is Frozen Counter Static Value.
Group 22: event buffered of Counters

Group 23: Event buffered of Frozen Counters.
Group 30 is Static value of Analog Input
Group 32 is Event Buffer of Analog Input
Group 40 is Static value of Analog Outputs Status
Group 41 is Analog Output Command.

Group 42 Event Buffer of Analog Output
Group 50 is Data Time.

Group 80 is Internal Indication.

Internal Indication Concept: at any DNP3 Frame from
Slave to master direction, There is 2 Bytes called Internal
indication . (IIN) IIN is not in frames from Master to salve
direction .
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lIN definition is as following:

Index Bit Name
0 IIN1.0 BROADCAST
1 IIN1.1 CLASS 1 EVENTS
2 IIN1.2 CLASS 2 EVENTS
3 IIN1.3 CLASS 3 EVENTS
+ IIN1.4 NEED TIME
5 IIN1.5 LOCAL CONTROL
6 IIN1.6 DEVICE TROUBLE
7 IIN1.7 DEVICE RESTART
8 IIN2.0 NO FUNC CODE SUPPORT
9 IIN2.1 OBJECT UNKNOWN
10 IIN2.2 PARAMETER. ERROR
11 IIN2.3 EVENT BUFFER OVERFLOW
12 IIN2.4 ATLREADY EXECUTING
13 IIN2.5 CONFIG CORRUPT
14 IIN2.6 RESERVED 1
15 IINZ2.7 RESEEVED 2

Tag Variation : in DNP3 Master can read data from RTU
by different presentations . Suppose in first read master
wants to read analog Input from address 1 to 100 by
32bit format and in second scan master read same
analog in put in 16 bit format . So Variations are refer to
same tag Group.

Each Group has different variations.




April 2021 gcADA COMMUNICATION GATEWAY

Group 1, Static value of Digital Input, Variation is packed
format.

7 6 5 4 3 2 1 0 < bit position

m+7 m+6 | m+5 | m+4 | m+3 | m+2 [m+1| m

: States
0 0 0 n | nl|n2|n3| n4
Variation 2 is with flag:
_____ 7 6 5 4 3 2 1 0 %It_:iiposition
_____ | ST ] 0o |CcF [ LF [RF | CL |[RS |OL|  stateand flagoctet
A.2.22.2 Formal structure
BSTRS: Flag Octet
Bit 0: ONLINE
Bit 1; RESTART
Bit 2: COMM_LOST
Bit 3: REMOTE FORCED
Bit 4: LOCAL FORCED
Bit 5: CHATTER _FILTER
Bit 6: Reserved, always 0
Bit 7: STATE—Has a value of 0 or 1, representing the state of the physical or

logical input.

What is concept of Default variation?

Suppose master wants to read all tags in class 1.in this
guery master is not determine variation for Slave. Only
master is asking for class1 tags. For this type of Master
request, default variation should be set in RTU.
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For following command default variation will use:

- Master is asking for class O tags

- Master is asking for class 1 tags

- Master is asking for class 2 tags

- Master is asking for class 3 tags

- Master is Sending Integrity poll (IP) Means master is
asking class 0, 1, 2 and 3 in one request

- Master is Sending RBE (Read Events) means Master
is asking class 1, 2 and 3 in one request. Master
wants to read only tags changes, not static value of
all tags.

- Unsolicited communication. When Slave is sending
tag changes to master without master request.
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DOBS Data Type

By help of DOBS datatype you can write with different
configuration from uplinks to Slave RTU. (Downlinks)

First will look at DNP3 Digital output Block Data Type
from Standard:

b

7 6 5 4 3 2 1 0 <—b|t position

TcC [ R [au ] Op Type : Control code
b7 b0 Count
b0
On-time
b31 . N
b0
Off-time
b2y | B
_ RES | Status code ~_ Status code & reserved bit

UINT4: Control code. Operation Type field [Op Type].
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This field is used in conjunction with the TCC field to specify a control operation. See
operational functions (A.8.1.3.2) for additional details. The code names are:

0: NUL

1: PULSE_ON
2: PULSE_OFF
3: LATCH_ON
4: LATCH OFF

5 to 15: Undefined
BSTRI1: Control code, Queue field [QU].

This field is obsolete. The master shall always set this bit to 0. Outstations that receive a
gl2vl object with this bit set shall return a status code NOT_SUPPORTED in the
response.

BSTRI1: Control code, Clear field [CR].
Support for this field is optional. If the device supports commands with the clear bit set:

— It shall support the case where the Op Type code is NUL. and may support the
command for other Op Type values.

— When the clear bit is set. the device shall remove pending control commands for that
index and stop any control operation that is in progress for that index. The indexed
point shall go to the state that it would have if the command were allowed to
complete normally. If a non-NUL Op Type code is requested. the new command
shall be initiated immediately after the cancellation actions complete.

When the clear bit is set and the TCC - Op Type combination is not supported. the device shall return status
code NOT_SUPPORTED in the response.

UINT2: Control code. Trip-Close Code field [TCC].

This field is used in conjunction with the Op Type field to specify a control operation.
See operational functions for additional details. The code names are

0: NUL

1: CLOSE

2: TRIP

3: RESERVED

UINTS: Count.

This is the number of times the outstation shall execute the operation. Counts greater than
1 generate a series of pulses or repeated operations for the point. Both On-fime and Off-
fime values are obeyed as illustrated in the figures under timing illustrations, subject to
the comments regarding timing in interpreting the time fields.

Implementation of a zero-count functionality is optional. A count value of 0 indicates that
the oufput operation shall not be executed. Setting the count value to 0 is a useful
technique for testing communications without affecting an output. When the outstation
receives a 0 value, it shall:

— Not change the output.
— Ignore the On-time and Off-time values.

— Return the same status code as if the execution had been attempted.
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An outstation shall return status code NOT_SUPPORTED in the response when the count value is 0 in the
request and the outstation does not implement the zero-count functionality.
UINT32: On-time.

This is the duration, expressed as the number of milliseconds. that the output drive
remains active. See interpreting the time fields for more details.

UINT32: Off-time.

This is the duration, expressed as the number of milliseconds that the output drive
remains non-active. See interpreting the time fields for more details.

UINT?7: Status code.
This value shall be set to 0 in request messages.

In response messages, this value represents the status of the selected or executed
command. See Table 11-7 for descriptions of control-related status codes.

BSTRI1: Reserved [RES].

This bit is reserved. The master and outstation shall always set it to 0.
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A.8.1.3.1 Timing illustrations

This subclause illustrates just two of the many timing possibilities that can appear in a gl2v1 object.

« Control Sequence Duration >
lr(— 18t pulse —}lﬂ— 2 pulse —}lﬂ— 3 pulse —b:
Output |
active
Output non-
active o o On-  “Off until the next control
n- . n- . n- unti e NEXT contro
time Off-time time Off-time time command is issued
PULSE ON with Count=3

}17 Control Sequence Duration 41-:
| st | o |
[ p— 1% pulse — 2 pulse —>

Qutput !

active

Output non-
active of Off
time On-time time On” until the next control command is issued
PULSE OFF with Count = 2 (Not interoperable)
A.8.1.3.2 Operational functions
A.8.1.3.21 Interoperable commands

Only a few of the 64 possible TCC and Op Type field bit combinations are interoperable. Table A-1
indicates, for each point index. which commands are optional. preferred. not permitted. or not
interoperable. depending on which point model is implemented.
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Table A-1—Interoperable control commands

TCC Op Type Point model in ] .
field field outstation Support requirements
NUL NUL All Optional
Activation May support
NUL PULSE ON Complementary latch Not permitted
Complementary two-output | Not permitted
Activation May support
NUL LATCH ON | Complementary latch Preferred support
Complementary two-output | May support
Activation May support
NUL LATCH OFF | Complementary latch Preferred support
Complementary two-output | May support
Activation May support
CLOSE | PULSE ON Complementary latch May support
Complementary two-output | Preferred support
Activation May support
TRIP PULSE ON Complementary latch May support
Complementary two-output | Preferred support
All other combinations All Not interoperable

DOBS s mapped to control Filed of Command only . other

parameters are determined by RTU Parameters.
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In uplink Software you need to change Control Field
Based on following table:

Table A-2 indicates for a single point index, what action the outstation performs based on the contents of
the interoperable control codes and the point model implemented.

Table A-2—Actions performed by outstation for interoperable commands

Row |Control| TCC Op Type Clear X
Action
# code field field field
Does not inifiate an action or change an in-progress or
1 0x00 |NUL NUL 0 pending command. Values in On-fime and Off-time fields are
ignored.

Cancel in-progress and pending commands. Values in On-
time and Off-time fields are ignored.

[ ]

0x20 |NUL NUL 1

For activation model. set output to active for the duration of
3 0x01 |NUL PULSE ON |0 the On-time. For both complementary models, return
NOT_SUPPORTED status.

508

Row | Control| TCC Op Type Clear

# code field field field Action

For activation model. cancel in-progress and pending
commands and then set output to active for the duration of
the On-time. For both complementary models, return

NOT SUPPORTED status.

For activation model, set output to active for the duration of
the On-time. For complementary latch model. set the output
to active. For complementary two-output model, set the close
output to active for the duration of the On-fime.

4 Ox21 |NUL |PULSE_ON |1

5 Ox03 |NUL |[(LATCH ON (0

Cancel in-progress and pending commands. Afterwards,

6 0x23 LATCH ON |1 initiate the action specified in row 5.

For activation model. set output to active for the duration of
the On-time. For complementary latch model, set the output
to mactive. For complementary two-output model, set the trip
output to active for the duration of the On-fime.

7 Ox04 |NUL |[LATCH OFF(0

Cancel in-progress and pending commands. Afterwards,

8 Ox24 LATCH OFF| 1 initiate the action specified in row 7.

For activation model. set output to active for the duration of
the On-time. For complementary latch model, set the output
to active. For complementary two-output model, set the close
output to active for the duration of the On-fime.

9 Ox41 |CLOSE|(PULSE_ON (0

Cancel in-progress and pending commands. Afterwards,

10 Ox61 | CLOSE SE_ON |1 initiate the action specified in row 9.

For activation model. set output to active for the duration of
the On-time. For complementary latch model. set the output
to mactive. For complementary two-output model, set the trip
output to active for the duration of the On-rime.

11 Ox81 |TRIP (PULSE ON (0

Cancel in-progress and pending commands. Afterwards,

12 OxAl | TRIP SE_ON |1 initiate the action specified in row 11.
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When Value of DOBS is changing, DNP3 Kernel will get
then changes and Saves value of DOBS Tag.

Suppose you want to send close command to RTU , then
you can set DOBS to Ox41

When you change DOB Tag value from 0 to 1 ,( DOB Tag
that has same address as DOBS ) , DNP Driver sends
G12V1 With specified Flag that is saved in DOBS Tag to
RTU .

If DOBS Tag is not defined for DOB Tag , Then default
operation ( Direct Operate or Select Before Operate ) Will
execute when DOB Tag Value change fromOto 1.

Sequence of Sending DOB Command with defined DOBS
Tag:
- Set Value of DOBS Tag and Write to pbsFEP
- Change DOB Tag with same address of DOBS from O
to 1.
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If you define DOBF Tag, then you can see result of
command in this tag based on following Table:

Table 11-7—Control-related status codes

Code

Identifier name Description
number

0 SUCCESS Request accepted, imtiated, or quened.

Request not accepted because the operare message was received after
1 TIMEOUT the arm timer timed out. The arm timer was started when the select
operation for the same point was recerved.

Request not accepted because no previous matching select request
NO _SELECT exists. (An operate message was sent to activate an output that was
not previously armed with a matching select message.)

[S%]

Request not accepted because there were formatting errors in the

3 FORMAT_ERROR control request (either select, operate, or direct operate).
4 NOT SUPPORTED quues_t not accepted because a control operation 1s not supported for
- this pomt.
s ALREADY ACTIVE Request not accepted, because the control queue is full or the point is
= already active.
Code
Identifier name Description
number
6 HARDWARE ERROR Request not accepted because of control hardware problems.
7 LOCAL Request not accepted because Local/Remote switch 15 in Local
position.
3 TOO MANY OBIS Request not accepted because too many objects appeared in the same
- - request.
9 NOT_AUTHORIZED Request not accepted because of insufficient authorization.
10 AUTOMATION INHIBIT Request not accepted because 1t was prevented or mhibited by a local
- automation process.
1 PROCESSING LIMITED Request not accepted becau;e the device cannot process any more
= activities than are presently in progress.
12 OUT OF RANGE Request not accepted I_Jecal_»se the value 1s outside the acceptable
- range permitted for this point.
13 to 125 RESERVED Reserved for future use.
196 NON PARTICIPATING Sent in request messages llldl.cahilg that the outstation shall not issue
- or perform the control operation.
127 UNDEFINED Request not accepted because of some other undefined reason.

® Control status code 126, NON_PARTICIPATING, may be used as a test or “no-op™. Specific control-related objects may have further
explanation for using this code. An outstation shall not reject requests with this status code or report parameter error in IIN2 2 unless
there 1s some other reason to do so.

When you send command DOBF value is change to -1 .
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When command is executed correctly, DOBF value will
change to 0. In error time you will get one of above
codes .suppose you send Trip Command for DNP3
Address that is not in RTU , then you will get 4 in DOBF
Tag .

AOBS and FOBS Data Type

AOB Data type is link to DNP3 Group 41.(var1, 2)
FOB Data type is link to DNP3 Group 41 . (var 3, 4)
Group 41 ( Analog Output Command ) has 4 variation :

Variation 1 : 32 bit

7 6 5 4 3 2 1 0 « bit_position

A.20.1.2.2 Formal structure
INT32: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

Range is —2 147 483 648 to +2 147 483 647.
UINTS: Control status.
This value is always 0 in a request message.

In response messages. this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.
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Variation 2 : 16 Bit

octet transmission orderl

7 6 5 4 3 2 1 0 ¢ bitposition

A.20.2.2.2 Formal structure
INT16: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

Range is —32 768 to +32 767.
UINTS: Control status.
This value is always 0 in a request message.

In response messages, this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.

Variation 3 : Floating Point

octet transmission order |,

7 6 5 4 3 2 1 0 « bit_position

A.20.3.2.2 Formal structure
FLT32: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

Range is approximately —3.4 = 10% to +3.4 x 10%.
UINTS: Control status.
This value is always 0 in a request message.

In response messages. this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.
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Variation 4 :

octet transmission order\[’

7 6 5 4 3 2 1 0 &« bilposition

b0
Requested value
b63 .
| b7 bO_ Control status
A.20.4.2.2 Formal structure

FLT64: Requested value

This is the analog value that is requested: it may be scaled and/or manipulated before a
physical or pseudo analog output is set.

308 308

Range is approximately —1.7 = 10 to +1.7 = 10

UINTS: Control status.
This value is always 0 in a request message.

In response messages. this value represents the status of the requested control operation.
See Table 11-7 for descriptions of control-related status codes.

Range is 0 to 255.

AOB and FOB are using same DNP3 Address space . it means you
couldn’t define two tags with same address but different AOB and FOB

Type.
AOBF and FOBF concept is exactly like DOBF .

AOBS and FOBS should has same address as AOB and FOB . Look at
following sample :

AOB1 , DNP3 Address =1
AOB2 , DNP3 Address =2
FOB3 , DNP3 Address =3

FOB4 , DNP3 Address =4
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AOBS1 , DNP3 Address =1
FOBS4 , DNP3 Address =4

If you are not defining AOBS or FOBS tags , pbsFEP will use default
setting : Direct operate or Select before Operate (It is depend to
configuration and SYS tag 11 and 12 ) variation 1 for AOB tags and
Variation 3 for FOB Tags.

Suppose you want to write analog output 16 bit to RTU , then you
need to set AOBS to 2 and after that change AOB Value .

For FOBS you can set it to 3 (Floating point) or 4 (Double Floating Point)




