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pbsSoftLogic:v4:4

pbsSoftLogic is an integrated development environment for RTU
programming from pbscontrol, and has been on the market since
2007 and runs on many different hardware platforms.

pbsSoftLogic Supports Runtime Structure
following protocols :
ModbusTCP/RTU(M/S),DNP3( ) - Drn
M/S),|IEC101/104 N\
(M/S),IEC62351 for IEC104 T :
and DNP3 , Beckhoff ADS, | B
Siemens S7 ,MQTT , Redis,
OPC Classic, OPC UA (C/S),
Vestas Wind Turbine,
IEC62056-21, SQLite with [ e ousercen

TDS protocol ,EmailPub, mm £ o

Fatek PLC and GSP.

pbsSoftLogic supports Function Block feo FB List G
programming based on the IEC1131-3 o-X FBList
standard. pbsSoftLogic has more than 400 ¢ Comment
ready function blocks and user can create new (3, InputSignal
. «) OutputSignal
FB by C and Lua Scripting. (3 ConstantTime

Logic Monitoring Facility helps the user to Ez gz:::::;;at

monitor logic at runtime and perform hot and {3 ConstantBool
cold updating of logic and change tag value. (3 GlobalVarinput

+) GlobalVarQutp:
: j 5-[+] LuaPumpMng
pbsSoftLogic .IDE is free % 73] LuaUDF
and only the license %[+ SlotStatus
applies to the runtime @ 3] NIGC
=+ pbsQ

kernel. - +] Protocols

- %] PyUDF



phsSoitLogic

PBSControl

SCADA SOFTWARE SOLUTIONS

pbsSoftLogic:v4.4
pbsSoftLogic IDE runs on Windows and the runtime kernel is
ported to Linux, WinCE and Win32 operating systems.
pbsSoftLogic has offline logic emulation on Windows.

User can define many Program Organization Units for a project .

Unlimited logic size and multiple instances for each driver is
supported .
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There is a GUI for each communication driver for easy configuration.
DNP3, IEC101/104,
Modbus, Fatek PLC,
Vestas Wind Turbine,

|Publish| Subscriba MQTT Tage

Broker URL(IP) 46.100.5 63

IEC62056-21 and TeP Por 1833

i RTU1PubMeco. I‘
|IEC62351 and GSP are i - . N MQTT
developed in pbsControl.  veetem
Other protocols like i

MQTT, OPC UA, TDS are === = - «((75)))

5

used from open sources. mosauvitto”
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pbsSoftLogic:v44

Open62541is used for OPC UA and for MQTT, Mosquitto stack is used.
Internal Events passing = o

General | Time Setting | LAM Seiting | Sats | Liconss | Kemel |
between Modbus ,DNP3 ,
IEC101/104 and MQTT iS  toscscmtmmtm 0

handling automatically by

o RTU RTLU-S50E -
runtime kernel .
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| Logic Development

pbssofiLogic Engineering

- Develop control logic by Function Block language,
- Develop User defined FB by Lua , C, Python

- Simulate on Windows

- Transfer Configuration and logic to controllers

- Monitor Logic at runtime and update logic

Linux Based RTU
e
T

Modbus
' Modbus Remote |/ |

Bbb or RPI Based
SYSIems

10T RTU

Power meter , Flow Computer
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MQTT Support

pbsSoftLogic and pbHMI
have built inData model
export/import facility to
quickly define SCADA
platform based on MQTT.
pbsHMI supports MQTT
driver for various data
models. You can define
tags as raw data, XML,
json, or a user-defined
data model.

Parameters nigc Tags
Block Name

S¥5_Online 5Yv5
MainMater_L1_Currenl Al
MainMeter_L2_Current Al
MainMeter_L3_Current Al
MainMeter_Total_Actve_Power Al
MainMeter_Total_Reactive_Power Al
MainMetar_Total_Real_Power Al
MainMeter_Total_Power_Factor Al
MainMater_Active_Energy_Pos Al
MainMeler_Reactive_Energy_Pos Al
InmkeReception_L1_Current Al
InatkeReception_LZ_Current Al
InatkeReception_L3_Current Al
InatkeReception_Total_Active_Power Al
InatkeReception_Tolal_Reactive_Powar Al
InatkeReception_Total_Feal_Power Al
Inatke Reception_Total_Power_Factor Al
InatkeReception_Aciive_Energy_Pos Al
InatkeReception_Reactive_Energy_Pos Al
Grinder31_L1_Current Al

MOTTGaldChxm!  NewChannell xml
Parameters sige Tags

B Enablo
Broker P 122.00.1|
Part 1883

User Name

Password

ScanTma(ms) oo
CommunicationTimeout]min) 15

[Data Madael

O rew i

Subs Topic
Pub Topic

Use Tag Address

Init Value Address

0
0
0
0
0
0
0
o
0
0 9
1]
0
1]
0
0
0
0
0
1]
0

Protacol MOTT

Y

(N
MQOQTT

json meco nige

It is possible to import
tags from an XML file or
from a pbsSoftLogic
project.

To reduce data
consumption, tag
address can be used
between pbsSoftLogic
and psbHMI MQTT
drivers instead of tag
name.

To secure communications, you can use TLS or frame encryption in
the pbsSoftLogic and pbsHMI drivers.

pbsSoftLogic enabled RTUs can publish MQTT frames to up to eight
different brokers simultaneously.
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> pussoftiogic

MQTT Support - e

phstMI
MQTT Broker

-

MQTT-json »
ECU12510 RTU with .

Builtin 4G Modem Mobile networking
Jinux 08 and
phssaftiogicRuntime
Kemel

DNP3:and JEC104 Support

PhymicalLayer IEC101 IEC] SA Layor TLS Othors Togs

pbsSoftLogic Supports ~ “"™™ - i
DNP3 and IEC104 slave e - = \
drivers with IEC62351 S _ et o —
and TLS layer . T o S S
IEC104 Slave drivers is TO Timari - Max Framo Len =
fully tested with DNV and ™™=« 2§ Oemimeaug) @
TMW test tools for Emestte) — it
|IEC104 protocol , SA e o e
Layer (IEC62351) and TLS . | cowamew @

layer .
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DNP3:and [EC104 Support

Physicallayer IEC101 IEC |SA Layer| TLS Othars Tags

HMAC Mlgorithm
KeyWrap Algarithm
Max Ermor Sem
Addreasing Information
[] IEC62351 Log Events
IECE2351 Log File
KCL. CLN

User 1D

Reply Timsoutises)

[ Do not Include

AN
PBSControl
SCADA SOFTWARE SOLUTIONS
(J
(J
o 0 0
o 0 0 0
e 0 0 6 o
© 000 0 o
o o ® ® o o
e o & e a o o
d IEC/TS 62351 ¢
°
False v Upchate Kay |Static R
1E E& 54 35 A3 BC BC 9F 3E 13 EF 84 02 DA 1F BB 39 ZF 74 86 83 OF 81 66 BC 2C 8E 7E BB ED 2C 47
True ! haggressme Mode Answer IECT104 b
HMAC_SHA_256_16ociots_networked Expecied Session kay intervalimin} 1260
°
2-AES-258 - Expected Seasion key Count 10000 .o.
5 [] Do net send emor messages
Mo Addreasing ndormaisen
in the RTL
Tog! Updale Key Changs “
Syrmmatric Koy File Path for changing Update Key 2O
a8 Challonge data Lon <4 64>
- hry. b
1 Nota: SA System tags and IEC
counters share the same sddross Password
10 =pace
. r Uner Mame Dedault
54 Syn Togs Base Address | 400
°
Field o MAC C o o

The IEC104 and DNP3 Slave drivers support the TLS layer with
L J

various parameters to configure TLS operation. .

PhysicalLayer 1EC101

IEC SA Layer |TLS| Others Tags

[ TLS is Enabled for IEC104

CA Certificate File ﬂnmu'phul.!.ﬂmlﬂw'lut

CATLS Common Name """

RTU Public Key X509 Certificate File j-‘lwmdph-Lﬂaawmnwt

RTU Private Key File |homelpbat Xeertir. pem

Prr it K’r Pass Phrase  |meees

X509 certificate revocation list File |momefpbsl Xfcercard.crl | Blank = Disable
Master X509 Centificate(s) File ' | Blank = All Cert Accept
TLS Renegotiation Count | 10000

TLS Resumplion Timeoul{Sec) 21600

TLS Handshake Timesul{see) 3

TLS Version 1.3 -
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DNP3:and:1EC104 Support

IEC62351 statistics counters are defined as driver tags and can
be used by RTU logic.

PhysicalLayer IEC101 IEC SA Layer TLS Others Tags

SYS5 MastersOnline SY5-System Diagnostic o o 1 1]
SY35.GIStatus SYS-Syatem Diagnostic o o 2 0
SA_UnexpecledMessagesNum 5YS5-System Diagnostc o 3 3 0
SA_AuthorizationFailuresMum SYS-System Diagnostic o 5 4 (1]
SA_AuthenticationFailuresMum SY5-System Diagnostic o 5 5 0
SA_ReplyTimeoulsMum SY5-Syslemn Diagnostc o 10 & [+]
SA_RekeysDueToAuthenticationFailureNum SYS-System Diagnostic o 3 7 0
5A_TotalMessagesSentNum SY5-Systemn Diagnostic o 100 g 0
SA_TotalMessagesReceivedMum SYS-System Diagnostic [] 100 9 0
5A_CriticalMesaageaSentNum SYS-Syatem Diagnoatic o 100 0 o
SA_CriticalM. HeceivedN SY5-System Diagnostic o 100 11 0
SA_DiscardedMessagesMum SYS-System Diagnostic [] 10 12 0
5A_ErrorMessageaSentMNum SYS-Syatem Diagnostic o o 13 L+
Error v SY5-Systemn Diagnostic o 10 14 0
SA_SucceasfulAuthenticationaMum SY5-System Diagnostic o 100 15 0
5A_SessionKeyChangeasNum SYS5-System Diagnostc o 20 16 L4}
SA_FalledSessionKeyChangesMNum SYS-Systlem Diagnostic o 5 17 (]
SA_UpdateKeyChangesNum SY5-Syatem Diagnosatic o 1 18 0
S5A_FailedUpdateKeyChangesNurm STYS5-Systemn Diagnostc o 1 19 4]
SYS.CounterfleactedByMaster SYS-System Diagnostic [] 0 20 0
5Y5 EnableFramelogging SY5-System Diagnostic o o 21 0
DiTagl Di-Digital Input (IEC Tag Type 1.30) 1 0 1 0
DiTag2 Di-Digital Input (IEC Tag Type 1.30) 1 0 2 0
DiTag3 Di-Digital Input (IEC Tag Type 1.30) 1 1] 3 10
DiTagd Di-Digital Input (IEC Tag Type 1.30) 1 0 4 10
DITags Di-Digital Input (IEC Tag Type 1.30) 1 ] 5 L+}
DiTagh Di-Digital Input (IEC Tag Type 1,300 1 ] [ (1]
DiTag? Di-Digital Input (IEC Tag Type 1.30) 1 o 7 0
DiTags Di-Digital Input (IEC Tag Type 1.30) 1 ] 8 o

Email:Publishing

Type

]

Address  Period

pbsSoftLogic supports email publishing driver to automatically
send emails to defined accounts.

pbsSoftLogic can read data by ModbusTCP, OPC UA, MQTT or any
other supported driver and automatically send emails to defined
accounts based on user developed logic.
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’ pbsSoftLogic

Email:Publishing. -
. ' | ' ‘ Drivers List
Name Path Type | Enable |

mqtt \maqtt MQTT v

The mail server can be a
standard Ubuntu server
with the pbsSoftLogic

runtime kernel installed. |

The mail server can be a standard Ubuntu server with the
pbsSoftLogic runtime kernel installed. Email server can read data
from SCADA server or directly from RTU with various supported
protocols such as DNP3, IEC104, OPC UA, Modbus, MQTT, Redis,
&y e

The email server generates emails based on the logic.

i, T8, i, i O TE
@ Rl Al Sl Rl

pbsSoftLogic Linux RT

OPCUA
Modbus
MQTT,EthermnetIP

DNP.IEC104,Modbus,
MOTT.57 EthernetlP

SCADA Server
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Email:Publishing

You can define many EmailPub Driver for Email Server.
At each driver instance you can define 100 email accounts for

publishing emails.

Each driver instance has
8 inputs for accepting
emails from logic to
publish.

Email content can be
dynamically changed at
runtime by user-defined
FBs created by Lua
Scripting.

Diagnostic data like
Number of sent emails ,
Number of Failed Emails,
Email Server online
status, .. are defined in
EmailPub Driver .

o2 pbaSeftlogic Emal Publithing GUI = o W

Fie
Sandiet  Emails

Emailllser h.b@[meammlgam

(o]
EmailPassward  "rreveres
CUI 10//

[ UsedSl

SMTP smip:fimail phscontrol.com 25

EmailSubject | Alort from pbaSoflogic

Dingnostic Mods False >

Find pbsHMI catalogue in website -«
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programmlq :

'i_pr Oﬁ;—Lj -I |., HU"!IE -.“ -li iﬂ I]l 1| [

Block 'E: e ate .

commurica |on Modbus, D ﬂ C a
LIl e | "' i_.

L. OPC UA,ﬁnd
IEC62351 ahd
| drlvers E

configur' | |
tu fo cmg

Featureslll%églc |m Ii
streamline. oo ﬁ ur|n
| l i q
robyst ﬁ.n..'l alirsd
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